splunk

Splunk Fundamentals 1

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution



Outline

e 1-2: Introducing Splunk and Splunk’s Components

Moo
Moo
Moo
Moo
Moo
Moo
Moo
Moo
Moo
Moo
Moo

MOC

c cccCccCc cCc C C C C C C

e 3.
e 4.
e S:
e 6:
e /.
e 8:
e 9:

e 10:
e 11:
e 12:
e 13:

Installation
Inputs
Searching
Using Fields in Searches
Best Practices for Searching
Splunk’s Search Language
Transforming Commands
Creating Reports and Dashboards
Using Pivot
Creating and Using Lookups
Creating Scheduled Reports and Alerts

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution

Splunk listen to your data’ 5

Splunk Fundamentals 1
Copyright © 2017 Splunk, Inc. All rights reserved | 14 March 2018



Modules 1-2:
Introducing Splunk and
Splunk’s Components
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Module Objectives

e Understand the uses of Splunk
e Define Splunk apps
e Learn basic navigation in Splunk
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Got Data?

Users Searching

Splunk
Search Head

* Logs
» Configurations
« Computers » Messages
* Network devices » Call detail records
 Virtual machines o Clickstream Splunk
 Internet devices o Alerts Indexer
« Communication devices » Metrics
e Sensors « Scripts
e Databases « Changes
« Any source  Tickets
 Any data

Splunk Forwarders

Index any data from any source
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One Splunk. Many Uses.

Application
Management

Operations
Management

Security &
Compliance

...and the
rest...
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Splunk Components

* Splunk Is comprised of three main processing components:

e/

Indexer Search Head Forwarder
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Splunk Components - Indexer

* Processes machine data, storing the results in Indexes as events,
enabling fast search and analysis

R O e ~ ™
: .
e :
-

Indexer

Directory
/ Raw data

[ —

9/19/15 | 4 Indexes

18: 26pm

— Raw data

9/20/15 Indexes
8:03am /

* As the Indexer indexes data, It creates a number of files organized
In sets of directories by age

- Contains raw data (compressed) and Indexes (points to the raw data)
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Splunk Components — Search Heads

* Allows users to use the Search =
language to search the indexed sourcetype=access_combined action-purchase sta
data

L @) — =
* Distributes user search requests to 22| search Head s/g
the Indexers C—

e Consolidates the results and extract /
field value pairs from the events to ’
the user e

 Knowledge Objects on the Search Indexers
Heads can be created to extract C : -
additional fields and transform the
data without changing the
underlying Index data
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Splunk Components — Search Heads (cont.)

e Search Heads also provide tools to enhance the search
experience such as reports, dashboards and visualizations

user src_ip app

E e KPI
Rl In-flight Transaction Velume ~ Fealtime Average Basket R evenue
2.144.0.22
.: | Current Vis itors
21
21C
210
2l
2 1 W A .'(\\
vA (¥
0000000
hased M
000000
B min(eps)
avgleps)
B max(eps)
B sumi(eps)
.V\_,\ B perc95(eps)
i 3 : :00 8:00 AM 10:00 PM
Thu Jul 16 Mon Jul 20 Sat Jul 25 Wed Jul 29 Mon Aug 3 Fri Aug 7
5

time
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Splunk Components — Forwarders

e Splunk Enterprise instances that consume and send data to the
iIndex

* Require minimal resources and have little impact on
performance

* Typically reside on the machines where the data originates
e Primary way data Is suppled for indexing

- IP = 10.3.10.6, Session disconnected. Session type = TPsecOv

—\ |1P = 10.1.10.216, Session connected. Session type = SSL, Dura| ===

:> 5, IP = 10.1.10.133, Session connected. Session type = IKE, Du %
10.

i, IP 3.10.18, Session disconnected. Session type = IKE, D

10.1.10.211, Session connected. Session type = SSL, Duratiof ]

Web Server Ind
with Forwarder Instance naexer
installed
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Additional Splunk Components

* In addition to the three main Splunk processing components,
there are some less-common components including :

=o| (] |1l

@) @) @)

Deployment Cluster Master License Master
Server
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Splunk Deployment — Standalone

e Single Server
- All functions In a single instance

of Splunk >

- For testing, proof of concept,
personal use, and learning o

- This Is what you get when you
download Splunk and install with
default settings

e Recommendation

- Have at least one
test/development setup at your
Site
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Splunk Deployment — Basic

e Splunk server
— Similar to server in standalone >
configuration 5 ]
- Manage deployment of RN Forwarder
: : Management
forwarder configurations NN
e Forwarders NN
- Forwarders collect data and —
send it to Splunk servers Basic Deployment for organizations:

- Install forwarders at data * Indexing less than 20GB per day
* With under 20 users

source (usually production « Small amount of forwarders
servers)
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Splunk Deployment — Multi-Instance

 Increases indexing and

: - Search Head __@\::
searching capacity -
» Search management and index N
functions are split across Indexers = [=] [=
: ! (Search peers) | = == ==
multiple machines : — |

o
~ Pt
~. -
~, -
~, -
~, -
~, -
~, -
~, -
~, -
S e
Se”

- '\

R ~.
- ~,
- ~
- ~
- ~,
- ~,
P ~o
- ~

Forwarders _> _> _> _> _>

Deployment for organizations:
e Indexing up to 100 GB per day
e Supports 100 users
e Supports several hundred forwarders
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Splunk Deployment — Increasing Capacity
* Adding a Search Head Cluster:

- services more users for increased [ Search Head Cluster : 5
search capacit | [[@=].. ezl o= r - = 4=0
p y I _:%'. < > _:%'. < > _:%'. I nﬂj
- allows users and searches to share = = =,
Sa oS TaTEEY Deployer
resources
- Coordinate their activities to handle < P =
search requests and distribute the = B B |&
requests across the set of indexers — = S S
» Search Head Clusters require a
minimum of three Search Heads s =] = B =

* A Deployer Is used to manage and
distribute apps to the members of
the Search Head Cluster
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Splunk Deployment — Index Cluster

e Traditional Index Clusters:

- Configured to replicate data o). [ o ---- 5

- Prevent data loss Al e W s at

- Promote avallability ; ’ ',,f k‘“\‘ *‘ y Deployer

- Manage multiple indexers ; - ; s ; s ; dex Cluster
» Non-replicating Index Clusters B ——

- Offer simplified management PV K N

- Do not provide availability or 2 2 2 2 2

data recovery
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Module 3:
Installation
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Module Objectives

e Describe Splunk installation

e Describe Splunk component installation
e Using Splunk Web Admin

e |dentify common Splunk commands

e |dentify Splunk directory structure
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Splunk Enterprise Install Package

e There are multiple Splunk components installed from the Splunk
Enterprise package:

4 N

= \=-=| | = :k> % 4 i AT =

> ] N N N N N

(o} (o} (o} (o}
(o]
_ Indexer Search Head  Deployment License Heavy Cluster Search Head
Splunk Enterprise (Search peer) Server Master Forwarder Master Cluster

- J
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Splunk Enterprise Installation Overview

* Verify required ports are open (splunkweb, splunkd, forwarder) and start-up
account

e Download Splunk Enterprise from www.splunk.com/download

e Installation: (as account running Splunk)
- *NIX — un-compress the .tar.gz file in the path you want Splunk to run from

- Windows — execute the .msi installer and follow the wizard steps

 Complete installation instructions at:
docs.splunk.com/Documentation/Splunk/latest/Installation/Chooseyourplatform

o After installation:
- Splunk starts automatically on Windows
- Splunk must be manually started on *NIX until boot-start is enabled
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http://www.splunk.com/download
http://docs.splunk.com/Documentation/Splunk/latest/Installation/Chooseyourplatform

Splunk Component Installation Overview

* Installing Splunk Enterprise as an Indexer or Search Head Is
identical an installing a single deployment instance

* The difference happens at a configuration level

- Installation as configuration Is an iterative and ongoing event as you
build and scale your deployment

—~ Administrators need to be Iin control of the environment to fulfill
emerging needs

- Before installing Indexers or Search Heads, be sure to keep in mind
the different hardware requirements
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Common Splunk Commands

- splunk is the program in the bin directory to run the CLI

Command Operation

splunk help Display a usage summary

splunk [start | stop | restart] |Manages the Splunk processes

splunk start --accept-license Automatically accept the license without prompt

splunk status Display the Splunk process status

splunk show splunkd-port Show the port that the splunkd listens on

splunk show web-port Show the port that Splunk Web listens on

splunk show servername Show the servername of this instance

splunk show default-hostname Show the default host name used for all data inputs
splunk enable boot-start -user Initialize script to run Splunk Enterprise at system startup
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Logging In

® Log in to Splunk with a web
browser

splunk

©® Based on your default app, its main

- The Home view Is shown here

First time signing in?

- You or your organization may
change your default app

Apps © Explore Splunk Enterprise

/N /{;:\, /)

| i |
|,. q] | al ) il
i, o 'll
ll\x.__ _/ \_ __.,// \\_ /
Search Manual [2 Pivot Manual (2 Dashboar sualizations [2
R . Lize the Splunk Search Processing Lze Pivot to create tables and charts Create and edit dashboards using
CLASS: Searching and Language (SPL). with SPL. interactive editors or simple XML

Reporting
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Users and Roles

e Splunk users are assigned roles

- Roles determine capabilities and data
access

e Out of the box, there are 3 main roles:

- Admin
- Power
- User

e Splunk administrators can create
additional roles

* The account you use for the lab
exercises has the power role

Splunk listen to your data’ o5
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What Are Apps?

* Apps allow different workspaces,

Launcher app

) . i A -

tailored to a specific use case or user =8 r\ & ) I:/ E % ([ h

i n St a n C e SmpieXiETests Lise the st; n;t as::;;t: Snmssing Use Pivat to c:i.:;e St;sles and charts :E.r-.im :l:: E.jd‘:'i;. %:Eﬂbl?::; Ifl'j'lnq
e This class focuses on the Search &

Reporting app (also called the

Search app) i T
e Administrators can create or install 8! ./ Search & Reporting

additional apps to your Splunk L B

. Find More Apps

instance from -

http://splunkbase.splunk.com Note

i

Simply put, a Splunk app is a collection of files. Some apps are more
robust and may contain data inputs, knowledge objects, and Ul elements.

http://docs.splunk.com/Documentation/Splunk/latest/ Admin/Whatsanapp
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http://apps.splunk.com/
http://docs.splunk.com/Documentation/Splunk/6.1.3/Admin/Whatsanapp

Click the
Splunk logo to Apps o Explore Splunk Enterprise

return to the .

Links to several
helpful resources

app that is set
as your default

app,
the default is Select app context Search Manual [2 Pivol Manual [A Dashboards & Visualizations L2
the Lau nCher Use the Splunk Search Procesging Use Pivot to create tables and charts Create and edit dashboards using
Language (SPL). with SPL interactive editors or simple XML
app

Cloze

After you've built
dashboards with
your data, you can
choose one to
appear in your
Launcher app

B F

S . B-a’ T @ %

= . e 9 "

] [
Choose a home dashboard
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Search & Reporting App Overview

* Provides a default interface for searching and analyzing data
* Enables you to create knowledge objects, reports, and dashboards

e Access by selecting the Search & Reporting button on the Home
view or from an app view, select Apps, then select Search &

Reporting
splunk>

Apps @ Explore Splunk Enterprise Searc i v Search & Reporting
Manage Apps
8 Find More Apps
Search & Reporting
v

rch Manual [ No Event Sampling v

Use th 5 unk Search P
g'?e'iﬁl mmmmmmm

How to Search What to Search

If you aren't familiar with searching in Splunk, or want to learn 2,010,356 Events
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Module 4:
INnputs
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Module Objectives

e |dentify the input types
e Uploading data using Splunk Web
e Using the Monitor option
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Adding Data

Administrators can access the Add Data menu by clicking
the Add Data icon located on the Splunk Enterprise home app

splunk Administrator
Apps # Explore Splunk Enterprise
Search & Reporting
Product Tours Add Data
New to Splunk? Take a tour to help you Add or forward data to Splunk
on your way. Enterprise. Afterwards, you may extract
fields.
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Add Data Menu

Add Data menu provides three options depending on the source to
be used

splunk}, Apps v Administrator v Messages v  Settings v  Activity v Help v Find

Add Data

How do you want to add data?

upload monitor forward
files from my computer files and ports on this Splunk indexer data from Splunk forwarder
Upload Option Monitor Option Forward Option
Upload option allows users to upload Monitors files, directories, http events, Main source of input in most production
local files that only get indexed once. network ports, or data gathering environments. Installed on remote
Useful for testing or data that is created scripts located on Splunk Enterprise machines where data is gathered on
once and never gets updated. instances. forwarded to an index over a receiving port.
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Additional Data Input Management Options

Administrator v Messages v | Settings v  Activityv  Help v Find

 Data can also be added and
managed by: e, gy

Event types Indexes
" Add Data Tags Report acceleration
- Settings > Data Inputs below
Lookups Source types
the Data header 5
T Alert actions S JTED EN .
% e Advanced search Indexer clustering
- S pI u n k C L I Distributed All configurations Forwarder management
Management Distributed search
- . Console /STEN
- Editing .conf files
Server controls Access controls
Licensing

[f_lj'
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Using the Upload Option

ldeal for éesting and searching small datasets that are not updated
plunk>  Apps

Click the Upload icon

~dd Data —® ] Net> I3

Administrator v Messages v  Settings v Activityv  Help v Find

Select Source Click Next

Select Source
Choose a file to upload to Splunk, either by browsing your computer or by dropping a file into the target box below. Learn More [2
Selected File: CustomerSurvey.csv

upload Select File @ Two options to upload a local

files from my computer datasedt:
e * Click the Select File and
| ocal *‘rwrwg:eb CSV) choose a local ﬁle’ or

Tutorial for adding data [2 » Drag and drop the file

Drop your data file here

The maximum file upload size is 500 Mb
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Set Sourcetype

spIunk'> Apps Vv Administrator ¥ Messages v Settings v Activity v Help v Find
Add Data o ¢ _If the data separation format
o SR T is acceptable, click Next
Set Source Type : :
This page lets you see how Splunk sees y Data rgcognlzed by Splunk will /e the right timestamps, click "Next" to proceed. If not, use the options
below to define proper event breaks and t be aSS|gned a pre-tralned or your data, create a new one by clicking "Save As".
Source: CustomerSurvey.csv sourcetype (eg CSV flle) View Event Summary
Table v ~#Format v 20 Per Page v 2 3 4 5 6 7T 8 9 Next >
Source type: csv v Save As
_time Accountld age bday city CONTENT_QUALITY CONTE
> 10/13/15 61181 40 1975-07- Norlane 5 5
. . 20
> | Default Settings Using the Source type drop down 00:00:00
> menu, you can change the data to
Application a different predefined source type
44 1971-08- Marmora 5 3
Database or create a new one. 11
Email 00:00:00

Miscellaneous

Network & Security 10/13/15 22892 19 1996-07- Sycamore 4 4
8:58:42.000 PM 13
Operating System 00:00:00
Structured
Uncategorized 10/13/15 103339 43 1972-10-  Cividate 1 5
Web 8:47:36.000 PM 18 Camuno
00:00:00
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Adjusting Time Stamps and Event Breaks

Adjustments can be made to
time stamps and event breaks
by using the corresponding
drop-down menus.

Note 7|

The menus will change depending on

the sourcetype selected.

Spll.ll'lk> Apps v Administrator v Messages v
Add Data & <

Set Source Type
Set Source Type

This page lets you see how Splunk sees your data before indexing. If the events look correct and have the right timestamps, click "Next" to proceed. If not, use the
options below to define proper event breaks and timestamps. If you cannot find an appropriate source type for your data, create a new one by clicking "Save As".

Source: CustomerSurvey.csv

Table v sFormat v 20 Per Page v
Source type: csv v Save As
_time Accountld age bday city co
v Timestamp 10/13/15 61181 40 1975-07- Norlane 5
10:14:00.000 PM 20
Extraction = Auto Current time Advanced... 00:00:00
10/13/15 26554 44 1971-08- Marmora 5
v Delimited settings 9:29:28.000 PM 11
00:00:00
Field delimiter (comma), v
" 10/13/15 22892 19 1996-07- Sycamore 4
Quote character (double quote) " v 8:58:42.000 PM 13
00:00:00
File preamble
10/13/15 103339 43 1972-10- Cividate 1
8:47:36.000 PM 18 Camuno
00:00:00

Field names | Auto Line... Custom... Regex...
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How Splunk Uses Sourcetypes with Data

- sourcetype Is Splunk’s way of categorizing the type of data
—Splunk indexing processes frequently reference sourcetype
—Many searches, reports, dashboards, apps, etc. also rely on sourcetype
—When using predefined sourcetypes, Splunk knows where to break the
event, the location of the timestamp, and automatically create field value

Table v #SFormat v 20 Per Page v 2 3 4 5 6 7 8 9 Next >

_time Accountld age bday city CONTENT_QUALITY CONTENT_QUANTITY country DESIGN email
10/13/15 26554 44 1971-08- Marmora 5 3 us 4 uabbott@yahoo.com
9:29:28.000 PM 11

00:00:00
10/13/15 55084 43 1972-04- Tarko-Sale 3 3 RU 4 kernser@gmail.com
8:09:05.000 PM 09

00:00:00
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How Splunk Uses Sourcetypes with Data (cont.)

* When Splunk does not have a predefined way to break events, it looks
for a time stamp to break the data

- In the case of multiple time stamps, a regular expression can be used to
extract the desired time

- Reqgular expressions can be used with any expected patterns in the data to
create a line break

List v #Format v 20 Per Page v 2 3 4 5 6 7 8 ¢ Next >
Time Event
6/3/16 AccountId, "CONTENT_QUALITY","CONTENT_QUANTITY",DESIGN,JSESSIONID,NAVIGATION, SATISFACTION," raw","_time", age, bday, "change_type", cit

12:38:47.000PM y,country,"date_hour","date_mday","date_minute", "date_month","date_second","date_wday",b"date_year", "date_zone",6 email,eventtype,fna

me, gender ,host,index, karma, lat,linecount, lname, lon,punct,region,registered,"site_release", source,sourcetype, "splunk_server", "splun
k_server_group",tag,"tag: :eventtype", timeendpos,timestartpos,username

none
10/13/15 61181,5,5,4,SD9SL6FF5ADFF2948092910,3,4,"[13/0ct/2015:22:14:00] AccountId=61181 JSESSIONID=SD9SL6FF5ADFF2948092910 site_release=v4
10:14:00.000PM .1
10/13/15 CONTENT_QUANTITY=5 CONTENT_QUALITY=5 NAVIGATION=3 DESIGN=4 SATISFACTION=4","2015-10-13T15:14:00.000-0700", 40,
5:14:00.000 PM "1975-07-20 00:00:00", ,Norlane,AU,22,13,14,0october,0,tuesday,2015,local, "jauer@kuvalis.org","nix-all-logs",Arno,M, "customer_survey
",main,6807,"-38.1014",2,Mante, "144.3542" ,"[//:::]_=_=_=.=t=t=t=t=",Victoria,b"2009-01-26 00:00:00","v4.1","/opt/log/customer_surve
y/bcg_survey.log", "bcg_survey-3","ip-10-222-134-157",,,,21,1,mhammes
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Saving Sourcetypes

* You have the following B
options to save —
sourcetypes if any T —
changes were made

_Name _ Name [SumveyDac :

- Description | essrerian | Comme separaren vlug format 541

- Select a category to g”; e - —
store in the predefined | ' |
menu — [ m]

- Select which app context - Distributed Management Console

to save It to

SYSTEM |
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Input Settings

Add Data @ ] Review>

Select Source Set Source Type nput Settings Review Done

Input Settings

Optionally set additicnal input parameters for this data input as follows:
The host name should reflect

the machine the events are

Host originating from.

When Splunk indexes data, each event receives a "host” value. The host

value should be the name of the machine from which the event originates. constant value Hegular expression on path Segment in path
The type of input you choose determines the available configuration

options. Learn More [ Host field value | splunkServer

Index

Splunk stores incoming data as events in the selected index. Consider
using a "sandbox” index as a destination if you have problems determining Index surveydata + Create a new index
a source type for your data. A sandbox index lets you troubleshoot your
configuration without impacting production indexes. You can always

change this setting later. Learn More [2 Default
history Select the index to import the
mai data. You can also create a new
one if needed.
SUIMTIMary

FAQ + surveydata
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Review and Submit

Add Data — H; O <
The Review page displays the
Review settings for our input.
Input Type Uploaded File
File Mame CustomerSurvey.csv
SourceType  SurveyData Add Data o
o splunkserver? Select Source  SetSource Type  InputSettings  Review  Done
Index surveydata
 Fileinput has been created successfully.

Configure your inputs by going to Settings = Data Inputs

Start Searching Search your data now or see examples and tutonals. [#

After clicking Submit, Splunk

. Extract Fields Create search-time field extractions. Learn more about fields. [#
indexes the data, and we can
start searchin
g Add More Data Add more data inputs now or see examples and tutonals. 2
Download Apps Apps help you do more with your data. Learn more. [2
Build Dashboards Visualize your searches. Learn more. [2
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Using the Monitor Option

Monitors files, directories, http events, network ports, or
data gathering scripts located on a Splunk indexer

Administrator v Messages v  Settings v Activity v Help v

Click the Monitor icon

Add Data —® —— Y ¢

Select Source ), DoNE

Options to monitor files,

> directories, http events, ports,
or monitor sources with custom

script you can write.

Files & Directories

monitor HTTP Event Collector

files and ports on this Splunk indexer

TECF / UDP

Scripts

—
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Monitoring Files or Directories

splunk'> Apps v Administrator v Messages v Settings v Activity v Help v Find

Add Data —®@ <

Select Source

Files & Directories Configure this instance to monitor files and directories for data. To monitor all objects in a directory, select the

directory. Splunk monitors and assigns a single source type to all objects within the directory. This might cause
problems if there are different object types or data sources in the directory. To assign multiple source types to

HTTP Event Collector "~ *sin the same directory, configure individual data inputs for those objects. Learn More [2
Browse to select -
the file or directory. —_
File or Directory”  /opt/log/www1/access.log Browse
TCP / UDP

Select the option to continuously
Scripts monitor or index the data once. \ Continuously Monitor Index Once

When a directory is selected, there
are options to whitelist or blacklist
files in the directory.
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Monitoring Files or Directories (cont)

splunk'> Apps v Administrator v Messages v

Add Data @ <

Input Settings

Input Settings

Optionally set additional input parameters for this data input as follows:

Browse to select

the file or directory.
App context

Application contexts are folders within a Splunk instance that contain

configurations for a specific use case or domain of data. App contexts App Context Search & Reporting v
improve manageability of input and source type definitions. Splunk loads

all app contexts based on precedence rules. Learn More [2

Host

When Splunk indexes data, each event receives a "host" value. The host
value should be the name of the machine from which the event ariginates.

The type of input’ o :,-r: :

opﬁonffe;:‘::ﬁ Similar to the Upload option, you —
can set values for other metadata
fields or keep the original settings.

Constant value Regular expression on path Segment in path

—>

Host field value ip-10-61-154-123

Index

Splunk stores incoming data as events in the selected index. Consider

using a "sandbox" index as a destination if you have problems determining Index main v Create a new index
a source type for your data. A sandbox index lets you troubleshoot your

configuration without impacting production indexes. You can always

change this setting later. Learn More [2
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Using the Forward Option

* Production environments use forwarders as the main source of
data input
— Installed on remote machines and forward data to an indexer over a

receiving I

Add Data —@ <

Select Forwarders —
Note il

Only forwarders setup to use the

Select Forwarders server will be displayed in this

forward | . o interface, regardless of sending data
Create or select a server class for data inputs. Use this page only in a single-instance Spl to the server

data from Splunk forwarder

To enable forwarding of data from deployment clients to this instance, set the output cor

Help me install the universal forwarder [2

A There are currently no forwarders configured as deployment clients to this instance. Learn More [Z
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Module 5:
Searching
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Module Objectives

* Run basic searches

e Use autocomplete to help build a search
e Set the time range of a search

e |dentify the contents of search results

* Refine searches

e Use the timeline

e Control a search job

e Save search results
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Search & Reporting App Overview (cont.)

splunk bar

splunk App: Search... v Student 16 v Messages v Settings v Activity v Help v Find

Search Datasets Reports  Alerts Dashboards app navigation bar Search & Reporting

current view current app

Q Search <
< —  search bar Altimev | Q
global stats 1‘
No Event Sampling v . d
time range start
picker search
How to Search What to Search \&
If you are not familiar with the search features, or want to learn 4,252,416 Events 5 months ago a minute ago
more, see one of the following resources. INDEXED EARLIEST EVENT LATEST EVENT
Documentation [Z Tutorial [2 Data Summary = G data sources
Search H|St0ry ( — search history

> Expand your search history

About Support File a Bug Documentation Privacy Policy © 2005-2016 Splunk Inc. All rights reserved.
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Data Summary Tabs

splunk App: Search... ¥ Student 16 v  Messageswv  Settingsv  Activityv  Helpv

Search Datasets Reports Alerts Dashboards

Q Search

~

No Event Sampling v

Data Summary

Search & Reporting

Yesterday v Q

Click Data Summary to see hosts,
sources, or sourcetypes on
separate tabs

Hosts (10) Data Summary
How to Search What to Search filter Hosts (10) Sources (27) Sourcetypes (11)
If you are not familiar with the search features, or want to learn 4,284,524 Events 5 months ago
more, see one of the following resources. INDEXED EARLIEST EVI Host
adldapsv1
Documentation [2 Tutorial [2 Data Summary badgesv1 Data Summary
cisco_router1 PR Hosts (10) Sources (27) Sourcetypes (11)
ecommsvl /optf[oglzdzlaps
. /opt/log/badgesy :
 Host — Host name, IP address, or ™'/ iegemon Tables can be sorted or filtered
. Sl /opt/log/cisco_rq  Sourcetype l Count Last Update
name Of netwo rk h oSt frO m Wh IC h ust Jopt/log/cisco_rd access_combing al v 594,639 10/11/16 2:05:42.000 PM
. . /opt/log/ecommy  Cisco_es, ol v 317,488 10/11/16 2:07:08.000 PM
th e even tS Orl g N ate d Jopt/log/mailsv1, Pfirewall al v 4,430 10/11/16 12:23:43.000 PM
cisco_wsa_squid il v 142,222 10/11/16 2:06:34.000 PM
. history_access il v 37,393 10/11/16 2:03:47.000 PM
° SO urce - N ame Of th e f| Ie , St/log/vendorl,  linux_secure al v 927,883 10/11/16 2:07:28.000 PM
. Jopt/log/www1/z PS al v 1,000,828 10/11/16 2:07:24.000 PM
Stre am , or Oth erin p ut /opt/log/www1/2 sales_entries al v 1,046,728 10/11/16 2:06:42.000 PM
/opt/log/www1/¢ vendor_sales al v 128,023 10/11/16 1:56:00.000 PM
. - Lantllamdenaned 7 Win_audit al v 1 8/11/16 12:53:24.000 AM
o SO u r C ety p e - S peCIfI C d ata type winauthentication_security al v 53,050 10/11/16 2:03:47.000 PM

or data format
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Key Detalls

splunk App: Search & Reporting v Student 16  Messagesv  Settingsv  Activity~  Help v Find

Search Datasets Reports  Ale s Search & Reporting
Q. New SearCh Save Asv  Close
[errnr' OR fail* ] search Yesterday v Q
-~/ 6,382 events (10/10/16 12:00:00.000 AM to 10/11/16 12:00:00.000 AM)  No Event Sampling v Job v A~ B 4 ® Smart Mode v
Events (6,382) Patterns Statistics Visualization
Format Timeline v — Zoom Out 1 hour per column
255 events at 10 PM on Monday, October 10, 2016

List v ~#Format v 20 Per Page v 1 2 3 4 5 6 7T 8 9 Next >
< Hide Fields = All Fields i Time Event

» 10/10/16 Mon Oct 10 2016 23:59:54 www2 sshd[3286]: Failed password for nsharpe from 10.2.10.163 port 447

event 11:59:54.000PM 2 ssh2

Selected Fields

a host 6
a source 9 > | 10/10/16 Mon Oct 10 2016 23:59:47 www3 sshd[5941]: Failed password for invalid user brian from 223.205.2

11:50:47.000 PM  19.67 port 2483 ssh2

host =www2 ' source = fopt/log/www2/secure.log ' sourcetype = linux_secure

a sourcetype 4

host =www3 ' source = /opt/log/www3/secure.log ' sourcetype = linux_secure =
Interesting Fields > 10/10/16 Mon Oct 10 2016 23:59:30 www3 sshd[4837]: Failed password for inval Note L
a action 2 11:59:30.000 PM .67 port 2103 ssh2

. Learn more about Splunk from
a app 1 host =www3 ' source = /opt/log/www3/secure.log ' sourcetype = linux_secure S | k’ | | h
n nin r

# date_hour 24 > | 10/10/16 Mon Oct 10 2016 23:59:22 www3 sshd[4733]: Failed password for inval p u . SO € g 0ssa y’ the
# date_mday 1 1 A 9.67 port 4 SpleX|C0n at

# date_minute 60 f|e|d

w3 field value  cueiog  sourceype-linuxseaure  hittp://docs.splunk.com/Splexicon
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Why Learn to Search?

* Why is it Important to be able to write searches?

-You have questions about your data -- searches retrieve the events
that can answer them

- Every report and visualization is built based on an underlying search

- Understanding, analyzing, and troubleshooting visualizations depends
on your ability to understand the search string

- Mastering the search language enables you to do as much as possible
with your data to meet your specific needs
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Search Guidelines

 * wildcard supported fail vestertay v Q
e Search terms are case fail* vesterday v Q
insensitive fail* nfs PE—

 Booleans AND, OR, NOT

OR 4@4 Yesterday Vv
- Must be uppercase orer Q
— AND IS Implled between error OR 'Failed AND 5@@ OR 5@3 Yesterday v Q
terms error OR ('Fai].ed AND (5@9 OR 593)) Yesterday v Q
- Use () for complex

searches "login failure" Q)

e Quotation marks for phrases
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Search Assistant

e Search Assistant provides selections for how to complete the

search string
 Before the first pipe (), it will look for matching terms

e YOu can continue typing OR select a term from the list
- If you select a term from the list, it Is added to the search

.New Search

fai

fail Matching Term

failed Matching Term | Sam

failed: Matching Term

failure Matching Term

failure: Matching Term

faites Matching Term

faithformation Matching Term |
b T 1 I
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Search Assistant (cont.)

o After the first pipe, the Search Assistant will show a list of commands that
can be entered into the search string

® « You can continue typing OR scroll through and select a command to add

e If you mouse over a command, more information about the command Is
shown

* As you continue to type, Search Assistant makes more suggestions ©®

failed | chart cou
failed | cha
ccccc t Command Args
Q chart Command v 16 events (7/18/1 chart count by host Command History
+ 16 events| sichart Command chart count by src_ip Command History
- S Events (16) s
timechart Commanc ] chart count by user Command History
Events (16) sitimechart Command chart count(_raw) by action Command History
chart Learn More [ Format Timeline v | chart count(_raw) by saved_search Command History
Format Tim¢ , _ & _
Returns results in a tabular output for charting. I ] chart Learn More [2
] | I I Returns results in a tabular output for charting.
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Search Assistant (cont.)

e Search Assistant is enabled by ...
d efau It, I n th e u Ser Settl n g S ggif:;ssié:;rocphegﬁﬁécgoﬁ;i;rgzr;tcse iu:i;?f%c;gwnr?ggggmax including examples, autocomplete syntax, or to turn off search assistant. Syntax highlighting

Search assistant
® Compact

« By default, Compact is selected|

None

Syntax highlighting

e |f desired, to show more o
Information, choose Full |

Compact Full

Search Q Search
failed | chart cou| failed | chart cou|
A
. count Commandl Args Command Liistoty chart Help_ 2 More » . v Auto Open
No Event Samplin| chart count by host Command History Returns results in a tabular output for charting.
chart count by src_ip Command History ... | chart count by host
. bt t b Examples
chart count by user Command History -.. | chart count by Ay
chart count vendor_action by src_ip Command History o | c:art count by src_lpd - . Return max(delay) for each value of foo.
- chart count(_raw action Command Histor - CAMIL COUNE Over vencor.Acton by wre.ip ... | chart max(delay) over foo
How to Sec ( ) Yaar ... | chart count(_raw) by action | (eilay)
If you are not f chart Learn More[2 | .. Return max(delay) for each value of foo split by the value of bar.
more, see one Returns results in a tabular output for charting. Command Args ... | chart max(delay) over foo by bar
Example:
| chFa}rt max(delay) over foo count Return the ratio of the average (mean) "size" to the maximum

"delay” for each distinct "host" and "user" pair.
... | chart eval(avg(size)/max(delay)) by host user
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Search Assistan

t - Full

® To show more

Information, click More »
® To show less information,

click « Less

® To toggle Full mode off,

de-select Auto Open

Q Search
failed | chart coul

Command History

... | chart count by host

... | chart count by user

... | chart count by src_ip

... | chart count over vendor_action by src_ip
... | chart count(_raw) by action

Command Args

count

Search

failed | chart cou

Matching Searches

failed | chart count

Command History

... | chart count by host

... | chart count by user

... | chart count by src_ip

... | chart count(_raw) by action

... | chart count(_raw) by saved_search

Command Args

count

chart Help 12 More » Q « Auto Open G

Returns results in a tabular output 1=™Cnarting.
Examples

Return max(delay) for each value of foo.
... | chart max(delay) over foo

Return max(delay) for each value of foo split by the value of bar.
... | chart max(delay) over foo by bar

Return the ratio of the average (mean) "size" to the maximum
"delay" for each distinct "host" and "user" pair.
... | chart eval(avg(size)/max(delay)) by host user

chart Help [2 « Less @ + Auto Open G

Returns results in a tabular output 1ur charting.

Details
Creates a table of statistics suitable for charting.
Whereas timechart generates a chart with _time as
the x-axis, chart lets you select an arbitrary field as
the x-axis with the by or over keyword. If
necessary, the x-axis field is converted to discrete
numerical quantities.

When chart includes a split-by-clause, the columns
in the output table represents a distinct value of the
split-by-field. (With stats, each row represents a

single unique combination of values of the group-
hir finld Tha tahla dicnlais tan Aaliiranas ko Aafanls
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Search Results

* Matching results .., search
are returned "failed password" Yesterday v Q

u L] o
I m m e d I ate Iy + 436 events (6/27/16 12:00:00.000 AM to 6/28/16 12:00:00.000 AM)  No Event Sampling v Job v o & 4 ® Smart Mode v
. . Events (436) Patterns Statistics Visualization
 Displayed
IS a e I n Format Timeline v — Zoom Out 1 hour per column
reverse _ o

ChrOnOIOgicaI List v #Format v 20 Per Page v 1 2 3 4 5 6 T 8 9 Next >
Order (neweSt < Hide Fields = All Fields L =i

_I:i rSt) > 6/27/16 Jun 19 23:57:39 bcg-payroll sshd[853]: Failed password for root from

11:57:39.000 PM 3.0.0.44 port 51547 ssh2
Selected Fields

a host 3

- a source 3 > B/27/16 Jun 19 23:57:06 bcg-payroll sshd[3329]: Failed password for root from
e Matching search THSTD6000PM  3.0.0.44 port 5373 sahd

a sourcetype 1

host = www2 ' source = fopt/log/www2/auth.nix ' sourcetype = linux_secure

host = www]1 source = fopt/log/www1/auth.nix ' sourcetype = linux_secure

terl I lS are Interesting Fields > 6/27/16 Jun 19 23:51:40 bcg-payroll sshd[1061]: Failed password for root from
a app 1 11:51:40.000 PM 3.0.0.44 port 56986 ssh2

h I g h I Ig hte d # date_hour 24 host = www3 ' source = fopt/log/www3/auth.nix ' sourcetype = linux_secure
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Event Detalls

e Splunk parses
data into
Individual events

« Each event has
a
- timestamp
- host
- source
- sourcetype

Q. New Search

"failed password"

o

+ 436 events (6/27/16 12:00:00.000 AM to 6/28/16 12:00:00.000 AM)

Events (436) Patterns Statistics

Format Timeline v — Zoom Out

Visualization

Save Asv  Close

Yesterday v Q

No Event Sampling v

Job v > & 4 ® Smart Mode v

Yesterday v

1 hour per column

_—-_—‘______

List v

Time

< Hide Fields := All Fields i

6/27/16

11:57:39.000 PM
Selected Fields

a host 3

a source 3 g 6/27/16

a sourcetype 1 11:57:06.000 PM

Interesting Fields >

a app 1
# date_hour 24

6/27/16
11:51:40.000 PM

FFormat v

20 Per Page v 1 2 3 4 5 6 T 8 9 Next >

Event

Jun 19 23:57:39 bcg-payroll sshd[853]: Failed password for root from
3.0.0.44 port 51547 ssh2

Jun 19 23:57:06 bcg-payroll sshd[3329]:
3.0.0.44 port 53736 ssh2

host = www1

Failed password for root from

source = /opt/log/www1/auth.nix ' sourcetype = linux_secure

Jun 19 23:51:40 bcg-payroll sshd[1061]:
3.0.0.44 port 56986 ssh2

host = www3

Failed password for root from

source = /opt/log/www3/auth.nix ' sourcetype = linux_secure
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Search Results Detalls

Q. New Search time range picker aveAs v  Close
"failed password® search results appear in the Events tab Vesterday v | QQ
Al
~ 436 events (6/27/16 12, AM to 6/28/16 12:00:00.000 AM)  No Event Sampling v Job v o & 1 ® Smart Moﬁv
Events (43 Patterns Statistics Visualization search mode
Format Timeline v timeline 1 hour per column
paginator Listv  #Format v [ 20 Per Page v 1 2 3 4 5 6 7 8 9 Next > ]
‘ < Hide Fields = All Fields fpeE sl —
>| 6/27/16 Jun 19 23:57:39 bcg-payroll sshd[853]: Failed password for root from 3.0.0.4
Fields , 11:57:39.000 PM |4 port 51547 ssh2
sidebar pelected Fields host = www2 . source = /opt/log/www2/auth.nix . sourcetype = linux_secure
# host 3 timestamp :
2 source 3 Ju selected fields yroll sshd[3329]: Failed password for root from
11:57:06.000PM 3. 12 events
@ sourcetype | host = www1 source = fopt/log/www1/auth.nix . sourcetype = linux_secure
Interesting Fields >  6/27/16 Jun 19 23:51:40 bcg-payroll sshd[1061]: Failed password for root from
a app 1 11:51:40.000PM 3.0.0.44 port 56986 ssh2
# date hour 24 host =www3 . source = /opt/log/www3/auth.nix . sourcetype = linux_secure
. = Generated for Subbaiah-Kandula (9722122) (C) Splunk-Inc, not for distribution —

_ . Splunk Fundamentals 1
Sp un listen to your data 59 | |
Copyright © 2017 Splunk, Inc. All rights reserved | 14 March 2018



Using Search Results to Modify a Search

 When you mouse over search results, keywords are highlighted

 Click any item In your search results; a window appears allowing you to:
- Add the item to the search

- Exclude the item from the search
- Open a new search including only that item

> | 8/9/16 Tue Aug 09 2016 22:28:27 www1 sshd[1444]: Failed password for invalid user a
10:28:27.000PM lex from 10 2 10 1A2 nart 736N ssh?
st = wwwi Add to search L ype = linux_secure
>  8/9/16 Tue Aug 09 Exclude from search [Z iled password for invalid user a
:28: lex f 11
10:28:27.000 PM ex trom i Sasreh %
host = www] gl UTCELY e = lintix_secure
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Changing Search Results View Options

You have several layout options for displaying your search

results

Q. New Search Save As~  Close Table ~ #Format ~ 20 Per Page ~ 2 3 4 5 B 7
“failed password" Last 7 days Q i _time host source sourcetype
w ¥ 1/20/16 w1 fopt/log/wwwi fsecure.log linux_secure

. 9:10:31.000
« 9,208 events (1/13/16 9:00:00.000 PM to 1/20/16 9:10:35.000 PM)  No Event Sampling Job v r B 4 4 Fast Mode v PM
Events (9,208) Patterns Statistics Visualization > | /20116 w1 /opt/log/www1/secure.log linux_secure
0:10:21.000
PM
Format Timeline v — Zoom Dut 1 hour per column
» | /2016 www1 foptflog/www1/secure.log linux_secure
S — B ol =il [ S = - el S — S p— — el — e c—— PM
List sFormat~ | 20 Per Page v - % 4 B B ¥ 8 9 Next> |
< Hide Fields i= All Fields e St
y | 1/20/16 Wed Jan 20 2016 21:10:31 wawwl sshd[5283]: Failed password for invalid user desktop from
9103000 P 10.1.10.172 port 1256 ssh2

Secind Rencs www1 fopt/log/www1/secure.log linux_secure

1 host 4
o » | 1/20/16 Wed Jan 20 2016 21:10:21 wawwl sshd[5391]: Failed password for invalid user rdb from 1

g 9.10:21.000PM  0.1.10.172 port 2469 ssh2
oo ke www1 fopt/log/www/secure.log linux_secure

Interesting Fields ¥ | 1/20M16 Wed Jan 20 2016 21:10:07 wwwl sshd[1777]: Failed password for invalid user sales from 1

i 1 $10:07.000PM  0.1.10.172 port 2732 ssh2

7 Inodex
y fiiaenon www1 fopt/log/www/secure.log linux_secure

a splunk_server » | 1/20M16 Wed Jan 20 2016 21:09:35 wwwl sshd[1771]: Failed password for myuan fre #Format » 20 Per Page v 2 3 4 B & T B 8§ Mext ¥

9:09:35.000 PM rt 1854 ssh2
! s wwwl rce = fopt/log/www/secure.log linux_secure 1 + Raw
N Y P - 2016 21:10:31 wwwi1 sshd[5283]: Failed password for invalid user desktop from 10.1.10.172
List ish2
Table 2016 21:10:21 wwal sshd[5391]: Failed password for invalid user rdb from 10.1.10.172 port

2889 55N

»  Wed Jan 20 2016 21:10:07 wwwl sshd[1777): Failed password for invalid user sales from 10.1.10.172 po

rt 2732 ssh2
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Splunk listen to your data’

61

Splunk Fundamentals 1

Copyright © 2017 Splunk, Inc. All rights reserved |

14 March 2018



Selecting a Specific Time

» Relative
Earliest:
T Days Ago
Mo Snap-to

* Beginning of day

Ay

~ Real-time

Earliest:

7 Days Ago v

« Date Range

Between v 01/13/20016

» Date & Time Range

Batween MAT2006

~ Advanced

Earliest:

Splunk listen to your data’

00:00:00.000 | and

Latest:

®now Apply
Beginning of today

113 D00 PRl

Latest

Apply

and | 0172042016 Apply

¥ !

01/20/2006 | | 21:28:09.000 Apply

HH:MM: 55 555

Latest:

Apply

Documentation

: » Presets

Rg -tirme

30 second window
1 minute window
5 minute window
30 minute window
1 hour window

All time (real-time)

» Relative \

» Realtime
» Date Range

* Date & Time Range

» Advanced )

Relativi

Today

Week to date
Business week to date
Manth to date

Year to date
Yesterday

Previous week
Previocus business wes
Previous month
Previous year

custom
time
ranges

Last 15 minutes
Last 60 minutes
Last 4 hours
Last 24 hours
Last 7 days
Last 30 days

[ Last ?daysv] Q

All time

preset time ranges
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Viewing the Timeline

* Timeline shows distribution of events specified in the time range
- Mouse over for details, or single-click to filter results for that time period

O New Search Save As v Close
“failed password® When hovering over a column, the banner Mionth 1o dets :':1 gﬁn;ﬂ;ntiéegfaﬂg
A shows the number of events and the time o
of the timeline
+ 14,208 events (2/1/16 12:00:00.000 AM to 2/3/15 9:54:01.000 PM) _ _ fElp= b & % Fast Mode
This preview does not filter the events
Events (14,298) Fatterns Statistice Vigualization displayed in search results
Format Timeline v — Zoom Out ¥ hour per columin
265 events at 2 AM on Wednesday, February 3, 2016
Ligt + #Format w 20 Per Page v 2 3 4 5 & T & 9 Mext >
{ Hide Fields i= Al Fields i Time Event
» | AE wWed Feb 03 2016 21:53:59 wawl sshd[4791): Failed password for invalid user
5350000 PM p-Eratu-r from 124.160.192.241 port 1253 sshi
E"E*'E':t'i"‘? Fields host = wwwl | source = fopt/log/wwwl/securelog | sourcetype = limn_secune
o 4 _ > 2316 'rre-d Feb 03 2016 21:53:53 wwwl sshd[4139]: Failed password for invalid user
g POUrce X 9:53-53.000 PM  admin from 124,.160.192.241 port 1255 ssh2
g ST Generated for Subbaiaht Kamelila (9722122)pt0)BSplorikehtoraiog fordistribuatidnu_secure
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View a Subset of the Results with Timeline

e TO select a narrower time

range, click and drag o passerd
across a series of bars ~ 43,789 events (2/3/16 8:00:00.000 PM to 2/10/16 8:52:45.000 PM) Mo Event Sampling v
— This action filters the Events (2,081) Patterns Statistics Visualization
current search results Format Timeline~  —ZoomOut  +Zoomto Selection  x Deselect
» Does not re-execute reh ERCEEA J
the search 8 hours
- This filters the events e Mot 20k Pue
and displays them in < Hide Fields i Time Event
reverse chronological , (| Emaaie,
order (most recent first) e (= wwwl | source <,

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution
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Use Other Timeline Controls

e Format Timeline

-~ Hides or shows the timeline In "failed password"
different views a
« 43,789 events (2/3/16 8:00:00.000 PM to 2/10/16 8:52:45.000 PM) Mo Event Sampling v
* Zoom OUt Events (2,081) Patterns Statistics Visualization
- Expands the time focus and s —— — =—
re'exeCUteS the SeaI‘Ch Farmat [imeling oo Lt -+ L00m 10 Selection = Deselect
. Feb 5, 2016 12:00 PM - Feb 5, 2016 8:00 PM
e ZOOM to Selection oo
urs
- Narrows the time range and e auetsi S
re-executes the search .
¢ Hide Fields = All Fields f | Time Even!
e Deselect > | 2/5/16 Fri Feb 05 2016 19:5
] ) _ 7:58:57.000 PM from 209.160.24.63 p
- If in a drilldown, returns to the Selected Fields o
original results set nost A

- Otherwise, grayed out / unavailable
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Control or Save Search Jobs

e Every search Is also a job

» Use the Job bar to control search execution

Il Pause — toggles to resume the search R

= Stop — finalizes the search in progress
=»  App search

-Jobs are available for 10 minutes (default)
- Get a link to results from the Job menu

Link To Job http://54.189.125.0/en-US/app/search =

. New Search SaveAs v Clofe

failed password Year to date v CL
« 25,279 events (1/1/16 12:00:00.000 AM to 1/21/16 5:21:52.000 PM)  No Event Sampling + Job v FE . B + Fast Modej~ k y
Events (684) Patterns Statistics Visualization Edit Joh Settinas
Format Timeline ~ — Zoom Qut + Zoom to Selection * Deselect 1 day per column

Inspect Job

Delete Job
Generated for Subbaiah-Kandwla-(9722122)(€C)-Splunk Inc, not for distribution
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Set Permissions

* Private [default]
- Only the creator can access

e Everyone

— All app users can access search

results

e Lifetime

— Default is 10 minutes
- Can be extended to 7 days

- To keep your search results longer,
schedule a report

Splunk listen to your data’

Job Settings

Owner

App

Read Permissions
Lifetime *

Link To Job

Cancel

becky

search
Private Everyone
|0 minutes T days

http://localhost:8008/en-US/app/sear = N
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Share Search Jobs

e Use the Share button next to

: Share Job
the Job bar to quickly:
B Apply read permISSIOnS tO The job’s lifetime has been extended to 7 days and read permissions have
everyone

been set to Everyone. Manage the job via Job Settings.

- Extend the retention of the results i To Joh http://184.169.205.249/en-US/app/se | A
to 7 days

- Get a sharable link to the results

e Click the printer icon to print

A
results or save them as PDF
Note L:_J Week to date ~ Q
Saving and sharing the actual search strings for reuse
(known as Reports) is discussed later in this course. Job v lx & S Verbose Mode v

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution
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Export Search Results

For an external copy of the results, export search results to Raw
Events (text file), CSV, XML, or JSON format

Note i

Save Aswv  Close Note that exporting the results of a large search is very

memory-intensive!
Mar20,1994t. ~ | Q
Job v AL B Verbose Mode v
Export Results

Export Results j
Format CEY w

File Mame Raw Events
Format CSY w
« CBY
_ Number of thisults.>
File HMame L
Murmber of Results Unlimited Limited JSON
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Review Your Job History

» Access saved search jobs NE—
from the Activity menu

* The Search Jobs view it o< o e oo
diSplayS jobs th at: Search view. (Thesgﬁrt])gr.l;\me is the search

- You have run in the last 10
minutes

1Jobs  App: Search & Reporting... v Owner: All v Status: All v

- You have extended
for 7 days

Owner Application Events Size Created at + Expires Runtime Status | Actions

student16  search 67,378 13.2MB Oct 11,2016 7:41:51 PM Oct 18,2016 7:43:45 PM 00:00:10 Done Job v

 Click on a job link
to view the results
In the designated
app view

"failed password"§10/1/16 12:00:00.000 AM to 10/11/16 7:41:51.000 PM]

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution
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Review Your Search History

1. SearCh H |St0 ry Search  Pivot  Reports  Alerts  Dashboards Search & Reporting
displays your most & Search
recent ad'hOC :-V|en'ter search here... | All time v Q

Tl

SearCh eS — 5 per No Event Sampling v ® Smart Mode v
page
How to Search What to Search
2 YO u Can Set a tl m e If you aren't familiar with searching in Splunk, orw ~ Mo Time Fitter 5 years ago Now
’ more, checkout one of the following resources. : EARLIEST EVENT LATEST EVENT
filter to further narrow
Documentation [2 Tutorial [2 Rz f
your results
Search Histt

; ~ Hide your set Last 30 Days
o > Expand your search history. filter e No Time Filter v 1 2 Next>

. . . D Search Actions Last Run
3. Click the > icon in the leftmost €) o _ | |
v  (sourcetype=cisco_wsa_squid OR sourcetype=access_combined) status>399 | timechart count by sourcetype | eval Add to Search a few seconds ago

cisco_wsa_squid=cisco_wsa_squid*3 | where access_combined>cisco_wsa_squid

CO I u m n to eX p an d | O n g q u e rl eS to > | (sourcetype=cisco_wsa_squid OR sourcetype=access_combined) status>399 | timechart count by sourcetype | eval.. Add to Search Tue Apr 19 2016 15:50:07

d . I h f I I > | sourcetype=vendor_sales VendorID < 3000 | chart count over VendorStateProvince | geom geo_us_states featurelD..  Add to Search Tue Apr 19 2016 15:19:55
I S p ay t e u te Xt sourcetype=vendor_sales Vendor|D < 3000 | chart count over Add to Search Tue Apr 192016 15:19:43
> | sourcetype=vendor_sales VendorID < 3000 | chart count by VendorStateProvince | geom geo_us_states featurelDFie.. Add to Search Tue Apr 19 2016 15:19:23
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Module 6:
Using Flelds In Searches
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Module Objectives

e Understand fields

e Use fields in searches
e Use the fields sidebar

e Use search modes (fast, verbose, and smairt)

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution
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What Are Fields?

 Fields are searchable key/value pairs in your event data
- Examples: host=wwwl status=503

* Fields can be searched with their names, like separating an http status code of
404 from Atlanta’s area code (area_code=404)

* Between search terms, unless otherwise specified, AND is implied

awr‘ea_code=4@4 Yesterday v Q
action=purchase status=503 Yesterday v |
svour‘ce=/var/log/messages* host=mail2 Yesterday v = (2
sourcetype=access_combined Yesterday v =

i
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Field Discovery

e Splunk discovers all fields based on sourcetype

and any key/value pairs found in the data Note 7
. . . While Splunk auto-extracts many fields,
e Already stored with the event in the index you can learn how to create your own in

the Splunk Fundamentals 2 course.

(prior to search time) are:
- Meta fields, such as host, source, and sourcetype

- Meta fields, including internal fields like time, raw

» Splunk may extract other fields from the raw event data that may not be
directly related to your search

e Fleld discovery is directly related to each search’s results

- Some fields in the overall data may not appear within the results of a
particular search

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution
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ldentify Data-Specific Fields

e Data-specific fields come from the specific characteristics of your
data

- Sometimes, this is indicated by obvious key = value pairs (action =
purchase)

- Sometimes, this comes from data within the event, defined by the sourcetype
(status = 200)

i Time Event

> | 12/3/15 207.36.232.245 - - [03/Dec/2015:19:12:32] "POST /cart/success.do? )5ESSIONID=5D15L3FF
7:12:32.000 PM BADFF4966 HTTP 1.1" [200) 1443 "http://www.buttercupgames.com/cart.do acti::un=pur-:h.359h
1temId=EST-26" "Moz1lla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.8.1.6) Gecko/s/20

070725 Firefox/2.0.0.6" 963

Note

~]

For more information, please see:
http://docs.splunk.com/Documentation/Splunk/latest/Data/Listofpretrainedsourcetypes
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http://docs.splunk.com/Documentation/Splunk/latest/Data/Listofpretrainedsourcetypes

Flelds Sidebar

For the current search: roired sacvora

e Selected Fields — a set of configurable v
. . v 67 events (3/1/16 12:58:00.000 PM to 3/1/16 1:58:23.000 PM)  No Event Sampling v
flelds displayed for each event

* Interesting Fields — occur In at least
20% of resulting events

e All Fields link to view all fields

New Search

Events (67) Patterns Statistics Visualization

Format Timeline v — Zoom Out

B S R R B

(including non-interesting fields) Listv  /Format 20 PerPage v
< Hide Fields := All Fields <_.1_I|.n click to view all fields
o . > 3/1/16 Mar 01 18:54:42 |
indicates the field’s ecred Field 1:54:42.000PM 4 port 30456 ssh:
- Selected Fields
values are glpha www
numeric ost
cource > 3/1/16 Mar 01 18:52:18 |
1:52:18.000 PM 4 port 47953 ssh;
sourcetype
wwwl
o Interesting Fields >  3/1/16 Mar 01 18:46:04 |
indicates that the app 1-46:04 NN DM A nart 4AR187 sshi
majority of the field ate_hour indicates number of unique values
values are numeri i
Generated for Subbaiah Kanduala (0725122) (Cy'Stiamdmc )& Tor aistbution Ll s W2 .51 |
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Describe Selected Fields

o SeIeCted flelds and Q NeW SearCh Save As v  Close
thelr ValueS are action=purchase Yesterday v Q
||Sted under every ~ 752 events (6/27/16 12:00:00.000 AM to 6/28/16 12:00:00.000 AM)  No Event Sampling v Job v o @& 1 ® Smart Mode v
event that I”ClUdeS Events (752) Patterns Statistics Visualization
those fleldS Format Timeline v — Zoom Out 1 hour per column

- By default, the R R T e e e e
Selected f|e|ds are: Listv  ~Formatv 20 Per Page v 1 2 3 4 5 6 7 8 9 Next >

— host < Hide Fields = All Fields ! Time Event
>  6/27/16 175.44.1.122 - - [27/Jun/2016:23:58:01] "POST /cart/error.do?msg=NothingInCa
_ Source 11:58:01.000 PM rt&JSESSIONID=SD9SL2FF6ADFF206293 HTTP 1.1" 200 2977 "http://www.buttercupga
Selected Fields mes.com/cart.do?action=purchase&itemId=EST-15" "Mozilla/5.0 (Macintosh; Inte
host 3 1 Mac 0S X 10_7_4) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.0.1084.46
— Sourcetype Z Szjrce ; Safari/536.5" 240

host =www2 = source = fopt/log/www2/access.log = sourcetype = access_combined

a sourcetype 1

 YOU can choose
any field and make
It a selected field
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Make an Interesting Field a Selected Field

» | 246 123.30.108.208 - - [04/Feb/2016:15:21:43] "POST /cart/success.do?J)®

32143000 P D3SL4FF3ADFF4964 HTTP 1.1° 200 1374 “http://www.buttercupgames.com,

. Selected Fields 3 A= e e hacofitomTd=ECT 11" "lUazilia/E N dindoee s 11 llindose WMT

* You can modify selected -
1 source 3 9

- 7 sourcetype 1 . led

f Id 1 Value, 100% of events Select l Yes Mo

elds put

Interesting Fields 0_ e "y

- eports MUl

0 . - . . g Top values Top values by time Rare values <

Click a field in the Fields oy

 categoryld 8 1ed

Sldebar : clientip Vahias Count % =

} date_hour 24 nurchase 26,347 100% b

¥ date_mday 3 Lty

FIEDOT . COM/DOT  ATmL) ™ 39

® Click Yes in the upper right ~ “«=m=
of the field dialog o

e Now that It Is a selected —————————stesieitann
field, it appears: Y S 4

e e A I Time Event
< Hide Fields = All Fields
_ In the Selected Flelds » | 2/4/16 123.30.108.208 - - [04/Feb/2016:15:21:43] "POST /cart/succes
3:21:43.000 PM D3SLAFF3ADFF4964 HTTP 1.17 200 1374 "http://www.buttercupgan
. . . Selected Fields tion=purchase&itemId=EST-11" "Mozilla/s5.0 (Windows; U; Windc
Sectlon Of the Flelds Sldebar ; action 1 rvi1.9.2.28) Gecko/20120306 YFF3 Firefox/3.6.28 { .NET CLR 3
o C)" 729
! sourcE 3 | =cticn = purchase 1051 = wWwwl wree = fopt/log/www1 /access.log
- Below each event where a st Lo
» 2416 1232.30.108.208 - - [04/Feb/2016:15:21:43] "POST fcart.do?act

F:21:43.000 PM Td=EST-11&JSESSIONID=5D35L4FF3ADFF4964 HTTP 1.71" 200 2748 “F

Value eXiStS for that field Mtiermdting Sl upgames . com/cart.do?action=addtocart&itemId=EST-11&categoryl
¥

# bytes 101 urt Td=SC-MG-G10" "Morilla/s.0 (Windows: U: Windows NT §.1: ¢
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Make Any Field Selected

You can identify other fields as selected fields from All Fields (which
shows all of the discovered fields)

Select Fields

Select All Within Filter Deselect All Coverage: 1% or more v e & Extract New Fields
i Field # of Values Event Coverage Type
> |« action 1 100% l String
> v host 3 100% . String
> o source 3 100% l String
< Hide Fields = All Fields : ¢ | g souoeype ! 10% l SHring
? > JSESSIONID >»100 I 100% l Stnng
Selected Fields ¥ bytes =100 I 100% I Number
e » categoryld 8 51.99% | String
2 host 3 - -
¢ diirte:3 action = purchase t=w

» = goeess_combine
1 sourcetype 1
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The Field Window

Select a field from the Fields sidebar, then:

T —— - o o

Formet Timeline ~  —Zoom Out action " day percolumn
Narrow the search to 'I 12 Values, 32.44% of events Selected | Yes | Mo _
show only results that

contain this field faevaes Je——  Get statistical results
Events with this feld
action = *is added el Top 10 Values Count %
to the search criteria ailure A0S 53 B4 —

g ection 12 purchase 6,609 8.719% |

g host 10 addtocart 6,474 8.541% i

7 Bource th view 6,305 8.318% ‘ rity lag

zz;;cejipe TCP_REFRESH_HIT 5,720 T.546% |

EUCCEES 4,605 6.075%

Interesting Fields TCP MISS 1871 2 A68%

: g::::f;;f'_ Click a value to add the field/va_llue pair to your search - in _this case,

4 date_minute 60 action = addtocart is added to the search criteria

g dete_month 2 TCF_UEMNIED 2Ud U2ra%

f# dete_second 60 o R

o dete wrien: T M=00-10 OO0 Dk | migblama=Carieatu
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Using Flelds in Searches

e Efficient way to pinpoint searches and refine results

141.146.8.66 clientip=141.146.8.66 status=404 area_code=404

b

e Field names ARE case sensitive; field values are NOT

- Example:
host=www3 host=WWW3 HOST=www3
< 323 events (1 /914 12:00:00.000 AM tc  J~ 323 events §1/9/14 12:00:00.000 AM tc s 0 events §1/9/14 12:00:00.000 AM tc
These two searches return results This one does not return results
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Using Flelds in Searches (cont.)

 For IP fields, Splunk is subnet/CIDR aware

clientip="141.146.8.0/24" clientip="141.146.8.*"

g gt

* Use wildcards to match a range of field values
- Example: user=* (to display all events that contain a value for user)

user=* sourcetype=access* (referer_domain=*.cn referer_domain=*.hk) altime~ | Q

e Use relational operators
With numeric fields With alphanumeric fields

src_port>1000 src_port<4000 host!=www3

Bl S
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Example: = vs. NOT

* Note that the search on the left, which uses ! =, returns 98 events from one
sourcetype

e The search on the right, using NOT, returns 31,036 events from ten sourcetypes

Q. New Search Q New Search

NOT sc_http_status=200

W

+ 31,036 events (4/20/16 12:00:00.000 AM to 4/21/16 12:00:00.000 AM)

sc_http status!=200

W

~ 98 events (4/20/16 12:00:00.000 AM to 4/21/16 12:00:00.000 AM)

Events (38) Patterns Statistics Visualization Events (31,036) Patterns Statistics Visualization
Format Timeline v — Zoom Out Format Timeline v — Zoom Out
.. @ O R T O R e e
List v #Format v List v #Format v
< Hide Fields := Al Fields i Time E < Hide Fields := All Fields i | Time Even
> 4/20/16 1 > 4/20/16 99.6
11:36:37.627PM 1 _ 11:59:59.000 PM FF48
Selected Fields R C Selected Fields "Moz
a host 1 - a host 10 ome/
a source 1 H a source 15 host
a sourcetype 1 > | 4/20/16 1 a sourcetype 10 > 4/20/16 Apr
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Searching Against the Default Index

i In the FIeIdS Sidebar, nOte the product_name="Dream Crusher"

i n d eX fiEld + 201 events (7/26/16 12:00:00.000 AM to 7/27/16 12:00:00.000 AM)  No Event Sampling v Job v
. . . Events (201) Patterns Statistics Visualization
* An Index Is a location where
Splunk stores — and searches
for — event data -
* The Splunk administrator soros (7 )
configures the index Lot i _'

Events with this field

ocations that you can search, [o.... 3

Values Count % W
oy d efau It Interesting Fields web 187 93.035%
a action 5 sales 14 6.965%

# bytes 100+ A:

® n the SearCh Shown here, a categoryld 1 11:35:22.000PM 1155t = vendorUS1 ndex = sales source = /opt/log/vendorUS1/vendor_sales.log
data Is returned from two
Indexes: web and sales
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Search Modes: Fast, Smart, Verbose

Balance of
Emphasizes - Speed speed and
completeness

Completeness
(but slower)

When run with an event search,

 Access to Events view? * Yes * Yes * Yes
* Field discovery on? * No * Yes * Yes
 Fields sidebar exists? * Yes * Yes * Yes
o Statistics, Visualization tabs empty? * Yes * Yes * Yes
When run with a reporting/statistical search, No NoO Yes

e Access to Events view?
e Field discovery on?
e Filelds sidebar exists?

Default Search Mode? NoO Yes NoO
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Module 7:
Best Practices for
Searching
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General Search Practices

e Time Is the most efficient filter

 For best performance, specify index values at the beginning of the search
string

* Be specific
- Searching for "access denied" is always better than searching for "denied™

- To make searches more efficient, include as many terms as possible

» If you want to find events with "error" and "sshd" and 90% of the events
iInclude "error", but only 5% "sshd", include both values in the search

* Inclusion Is generally better than exclusion
- Searching for "access denied" Is faster than NOT "access granted"

Note 7

Note that search terms are case-insensitive

and search fields are case-sensitive.
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General Search Practices (cont.)

* Filter as early as possible
- For example, remove duplicate events, then sort
 For fastest performance, try to avoid using wildcards at the beginning of a
string
 Inconsistent performance can result from using wildcards in the middle of a
string, especially if the string contains punctuation or guotes
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Time Range Abbreviations

e Time ranges specified in the Advanced tab of the time range
picker

e Time unit abbreviations include:

s = seconds m = minutes h = hours d = days w = week mon = months y = year

e @ symbol "snaps" to the time unit you specify
- Shapping rounds down to the nearest specified unit

- Example: Current time when the search starts is 09:37:12
-30m@h looks back to 09:00:00
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Time Range: earliest and latest

-YOou can also specify a time range in the search bar

- To specify a beginning and an ending for a time range, use
earliest and latest

- Examples:
earliest=-h looks back one hour
earliest=-2d@d latest=@d looks back from two days ago,
up to the beginning of today
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Indexes

* An index Is a location where Splunk stores and searches for event
data

Web Index Security Index
M~ Web Team o~
p— seao“e% —-
~—— ~—
web data S@ef%s — Lo security data

~ Security Team |

 Administrators segregate data into separate indexes to limit access
by Splunk role
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Working with Indexes

* This search returns event data from the security index

New Seq rCh Save Asv  Close
index=security |"failed password" Yesterday v Q
+ 6,193 events (8/22/16 12:00:00.000 AM to 8/23/16 12:00:00.000 AM)  No Event Sampling v Job v » B 4 ® Smart Mode v

* |t IS possible to specify multiple index values

Q. New Searc h Save Asv  Close
(index=sales OR index=web)|product_name="Dream Crusher" Yesterday v Q
+ 241 events (10/5/16 12:00:00.000 AM to 10/6/16 12:00:00.000 AM)  No Event Sampling v Job v » & 4 ?® Smart Mode v
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Working with Indexes (cont.)

It IS possible to use wildcards — *, %, , etc. — In Index values

2. New Search

index=*|"failed password"

Save As v  Close

Yesterday Vv Q

v 15,972 events (8/8/16 12:00:00.000 AM to 8/9/16 12:00:00.000 AM)  No Event Sampling v Job v s> & L ® Smart Mode v

Note 1 L:_.I Note 2 L_..I

Although index=* is a valid search, better

performance is always obtained by specifying
one or more specific index values.

For best performance, specify the index values
at the beginning of the search string.
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Module 8:
Splunk’s Search Language
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Module Objectives

* Understand the search pipeline

e Understand search syntax concepts
e Use the table, fields and sort commands
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Search Pipeline Example

This diagram represents a search, broken into its syntax components:

Search for thi PIPE: PIPE:
earc { Take these events and... Take these events and...
index=web sourcetype=access_* status=503 | stats sum(price) as lost revenue | eval lost _revenue = "$" + tostring(lost_revenue, "commas")
T F !
COMMAND: COMMAND: FUNCTION:
Get some stats FUNCTION: Format values. for the Create a string
lost_revenue field
Get a sum
ARGUMENT: ARGUMENT:
Get a sum of the price field Format the string from values in the
/ lost_revenue field and insert
CLAUSE: commas

Call that sum “lost_revenue”
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Search Language Syntax Concepts

Searches are made up of 5 basic components

e Search terms — what are you looking for?
- Keywords, phrases, Booleans, etc.

« Commands — what do you want to do with the results?
- Create a chart, compute statistics, evaluate and format, etc.

 Functions — how do you want to chart, compute, or evaluate the results?
- Get a sum, get an average, transform the values, etc.

« Arguments — are there variables you want to apply to this function?

- Calculate average value for a specific field, convert milliseconds to
seconds, etc.

e Clauses — how do you want to group or rename the fields in the results?
- Give a field another name or group values by or over
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The Search Pipeline

<>
T —— Intermediate Intermediate Final results
results table results table table
IR ] I

N

N

NV

index=security sourcetype=1linux_secure fail

Fetch events from
disk that match
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Making the Pipeline More Readable

e Clicking Ctrl - \ (Windows) or g - \ (MacOS) in the search box puts each
pipe In the pipeline on a separate line

e For example, this:

New Search

index=web sourcetype=access_* status=503 | stats sum(price) lost_revenue | eval lost_revenue = "$" + tostring(lost_revenue, "commas")

e |s transformed to this:

2. New Search

index=web sourcetype=access_* status=503
| stats sum(price) as lost_revenue
| eval lost_revenue = "$" + tostring(lost_revenue, "commas")
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Syntax Coloring

* As you type, some parts of the search string are automatically colored

* The color Is based on the search syntax
- The rest of the search string remains black

BOOLEAN OPERATORS and
COMMAND MODIFIERS are in

v

index=web (sourcetype=acc* sourcetype=ven*) action=purchase status<400 | t1mechart span =1h sum(prlce) sourcetype
COMMANDS //////
are in blue FUNCTIONS
are in purple
COMMAND ARGUMENTS
are in green
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Search Assistant

 The Search Assistant provides an autocomplete feature

e It provides convenient reminders about commands available at any given
point In the search string

— If desired, click a reminder to have its contents inserted into the search

Search
index=security failed | chart co
count Command Args
No Event Sampling v chart count by host Command History SearCh

chart count by src_ip Command History ’
chart count by user index=security failed | chart count by user
chart count(_raw) by action Command History

How to Search chart count(_raw) by saved_search Command History

No Event Sampling v

If you are not familiar with the sear chart Learn More [2 | a4

more, see one of the following resc Returns results in a tabular output for charting.
Example:

... | chart max(delay) over foo

Documentation [2 Tutorial [2 Data Summary
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Search Assistant and Parentheses

* The Search Assistant provides help to match parentheses as you
type
 When an end parenthesis Is typed, the corresponding beginning
parenthesis is automatically highlighted
- If a beginning parenthesis cannot be found, nothing is highlighted

Search Search
(index=sales) OR (index=web)| product_name="Dream Crusher" (index=sales) OR (index=web))| product_name="Dream Crusher"
No Event Sampling v No Event Sampling v
(1ndex:
Beginning parenthesis Beginning parenthesis
found! NOT found!
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Creating a Table

e table command returns a table Scenario (7.
formed by only fields in the ctatus of customer mtoractions n the online sore
argument ||St for the last 4 hours.

® COlumnS are d|Sp|ayed in the [index=web sourcetype=access_combined J
order given in the Command | table clientip, action, productId, status

- Column headers are field names | e B

- Each row Is an event A N o
69.80.0.18 view WC-SH-AD2 200

- Rows are field values 69.80.0.18 SF-BVS-01 408
91.205.189.15 view FS-SG-GO3 200
91.205.189.15 view CU-PG-GD6 200
91.205.189.15 view WC-SH-AD2 200
91.205.189.15 remove WC-SH-AD1 200
91.205.189.15 200
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Renaming Fields

Scenario [ o |

’ TO Change the name Of a fleld’ Display the clientip, agtion, prodgctId,
use the rename Command and status of customer interactions in the

online store for the last 4 hours.

» Useful for giving fields more

index=web sourcetype=access combined
- | table clientip, action, productId, status
meanlnngI names | rename productId ProductID,
. . action "Customer Action”,
* When including spaces or  status as "HTTP Status” y
special characters in field
. clientip Customer Action @ ProductlD Q HTTP Status e
names, use double straight
t ] 141.146.8.66 WC-SH-ADT 200
quo €s. 195.80.144.22 DC-5G-G02 200
@ rename productId as ProductID 141.146.8.66 WC-SH-AD2 200
. . C 195.80.144,22 SC-MG-G10 200
® rename action as "Customer Action s . =
® rename status as "HTTP Status" 195.80.144.22 purchase 200
195.80.144.22 purchase SC-MG-G10 200
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_ . Splunk Fundamentals 1
Spl u n k listen to your data 105 Copyright © 2017 Splunk, Inc. All rights reserved | 14 March 2018



fields Command

 Fleld extraction Is one of the most costly parts of a search

e fields command allows you to include or exclude specified fields
IN your search or report

* To Include, use fields +(default)
- Occurs before field extraction
- Improves performance

e TO exclude, use fields -
— Occurs after field extraction

- No performance benefit
- Exclude fields used in search to make the table/display easier to read
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fields Command — Examples

Improves performance — only the fields you specify are extracted

Returned 6,567 results by scanning 6,567 events in 1.425 seconds:

< Hide Fields = All Fields i | Time Event
== > /2316 Jan 18 11:28:43 bcg-payroll sshd[21263]: Failed password for root from 175.4
i 11:50:40.000 PM  5.176.223 port 33307 ssh2
Scenarlo Selected Fields P ) .
. . . ' host www1 Joptflog/wwwi/auth.nix pe = linux_secure
Display network failures during the - couree > 1/23/16 Jan 17 23:59:39 beg-fileserver sshd[9954]: Failed password for invalid user
previous week. , sourcetype 11:59:39.000 PM  brock from 41.32.0.85 port 47187 ssh2
WWWw3 Jopt/log/www3/auth.nix [ linux_secure
Interesting Fields > 1/2316 Jan 17 23:59:37 HOST0170 sshd[2508%]: [ID 800047 auth.info] Failed publickey
action 11:50:37.000 PM  for naughtyuser from 23.16.0.232 port 50244 ssh2
app www3 J Joptflog/www3/auth.nix ] linux_secure
Scenario Returned 6,567 results by scanning 6,567 events in 0.753 seconds:
Display network failures during the previous < Hide Fields = All Fiekds i Time Event
week. Retrieve onIy user, app, and src ip. > 1/23/16 Jan 18 11:28:43 beg-payroll sshd[21263]: Failed password for root from 175.4
— 11:50:40.000 PM  5.176.223 port 33307 ssh2
Interesting Fields
\ | app > 1/23N16 Jan 17 23:59:39 becg-fileserver sshd[9954]: Failed password for invalid user
index—secur‘ity e 11:59:39.000 PM  brook from 41.32.0.85 port 47187 ssh2
= 1 sre_ip
. . > 172316 Jan 17 23:59:37 HOSTO170 sshd[25089]: [ID 800047 auth.info] Failed publickey
= use
Sour‘cetype—llnux_secur'e 11:50:37.000 PM  for naughtyuser from 23.16.0.232 port 50244 ssh2
o * o o
('Fall lnvalld) © Extract New Fields > 1/23/16 Jan 18 23:59:10 bcg-payroll sshd[8372]: Failed password for root from
| fields user, app, src_ip e 11:59:10.000PM  3.0.0.44 port 37138 ssh2
- Y,
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dedup Command

Use dedup to remove duplicates from your results

index=sales sourcetype=vendor_sales | table VendorCountry, VendorStateProvince,
VendorCity, Vendor

VendorCountry
United States
United States
United States
United States
United States
Australia

Australia

VendorCountry
United States
United States

Australia

VendorStateFrovince
Texas
Uitah

Virginia

Western Australia

Western Australia

.| dedup Vendor | table

VendorStateProvince
Texas
Litah

Western Australia

VendorCity
Waco
Cedar City
Staunton
Cedar City
Cedar City
Perth
Perth
VendorCity
Waco
Cedar City
Perth

Vendor «

Wow Games
Woody's Games
Woody's Games
Woody's Games
Woody's Games
Wonderland Hobbies

Wonderland Hobbies

" Wendor .

Wow Games
Woody's Games

Wonderland Hobbies

..| dedup

VendorCountry
United States
United States
United States

Australia

VendorCity,

VendorStateProvince
Texas

Utah

Virginia

Western Australia
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sort Command

i USG SOr‘t tO Order yOur sort Learn More [2
. . Sorts search results by the specified fields.
reSUItS |n + ascendlng Example:

... | sortip, -url

(default) or - descending

e To limit the returned
results, use the 1imit option

sort 1imit=20 -categoryld, product name

sort 20 count
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sort Command (cont.)

sort -/+<fieldname> sign followed by fieldname sorts results in the sign's order

sort -/+ <fieldname> sign followed by space and then fieldname applies sort

order to all following fields without a different explicit sort
order

index=sales sourcetype=vendor sales

dedup Vendor

sort |- VendorCountry|, |+VendorStateProvince|, |VendorCity, Vendor
table VendorCountry, VendorStateProvince, VendorCity, Vendor

VendorCountry YVendorStateProvince VendorCity Vendor

United States Arizona Yuma Yumster Games
United States Arizona Tucson Boothill Games
United States Arizona Fhoenix Rising Games
United States Arizona Phoenix Phoenix Games
United States Arizona Flagstaft Flaggin Games

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution
. . Splunk Fundamentals 1
Sp un listen to your data 110

Copyright © 2017 Splunk, Inc. All rights reserved | 14 March 2018




Module 9:
Transforming Commands

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution

. . Splunk Fundamentals 1
Sp un listen to your data 111 | |
Copyright © 2017 Splunk, Inc. All rights reserved | 14 March 2018



Module Objectives

ldentify and use the following commands and their functions:
-top
—-rare
-Stats
—dedup
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Getting Top Values

 The top command finds the most common values of a given field
In the result set

- By default, returns top 10 results

src_ip /| count ¢ percent p—

10.3.10.46 53 19.620630 Scenario

10.2.10.163 50 18.518519 During the last 60 minutes, which IP addresses

generated the most attacks?

10.1.10.172 43 15.925926

87.194.216.51 23 8.518519 - ~N

517 19318669 10 7 637037 1nd§x=secur.'1ty §our'cetype=11nux_secure
(fail* invalid)

188.143.232.202 11 4.074074 | top src_ip

69.80.0.18 10 3.703704 /

216.221.226.11 9 3.333333

142.233.200.21 8 2.962963

84.34.159.23 7 2.592593
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top Command

* By default, output displays in table format Note a
] Refer to docs.splunk.com for the other
e Automatically returns count and percent available options.
columns
. top Learn More [2
¢ CommOn ConStraI ntS: [E)isplay;s the most common values of a field.
Xample:

... | top limit=20 url

limit countfield showperc
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top Command — Single Field Example

e limit=# returns this number of

reSUItS sourcetype=linux_secure index=security
] (fail* OR invalid)
« By default, 10 results are displayed | top limit=5 src_ip

e 1limit=0 returns unlimited results

— 175.45.176.98
During the last hour, display the top 5 IPs that

Scenario

generated the most attacks. 41.32.0.85

src_ip # | count ¢ percent © 2.144.0.210

10.2.10.163 74 27.037037

10.1.10.172 42 15.555556 3.0.0.44
10.3.10.46 41 15.185185 175.45.176.223

87.194.216.51 19 7.037037

12.130.60.4 17 6.296296
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top — Multiple Field Example

o If the showperc is not included — or it Is included and setto t — a
percent column is displayed

o If showperc=f, then a percent column is NOT displayed

. A |
Scenario ] ] ]
index=network sourcetype=cisco wsa_ squid

Display the top 3 common values for users and | top user x webcat code full limit=3 @
web categories browsed during the last 24 hours. - _ _

user x_webcat_code_full count percent

apucci@buttercupgames.com Games 79 6.152648
arangel@buttercupgames.com Q Society and Culture 61 4.750779
rerde@buttercupgames.com Arts and Entertainment @ 54 4.205607
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Cop — aingie rFiela witlrl by Liausc
Example

Scenario :_.

Display the top 3 common web categories browsed by
each user during the last 24 hours.

index=network sourcetype=cisco_wsa_squid
| top x_webcat_code_full )by user @ limit=3

user # | x_webcat_code_full Fd count © percent ©
acurry@buttercupgames.com Q Uncategorized URLs 10 71.428571
acurry@buttercupgames.com Sports and Recreation G 1 7.142857
acurry@buttercupgames.com Society and Culture 1 7.142857
adombrowski@buttercupgames.com Computers and Internet 2 33.333333
adombrowski@buttercupgames.com Spiritual Healing 1 16.666667
adombrowski@buttercupgames.com Shopping 1 16.666667
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top — Specifying Options

* By default, the value of the countfield Is count

e countfield=string provides the name of a new field to write
the count value

: =
Scenario index=network sourcetype=cisco wsa squid
Display the top 3 user/web categories browsed | top user x_webcat_code_full limit=3 A
combinations during the last 24 hours. Rename the countfield="Total Viewed" showperc=F

count field and show count, but not the percentage.

user " x_webcat_code_full Total Viewed

apucci@buttercupgames.com e Games e 79
arangel@buttercupgames.com Society and Culture 61
rerde@buttercupgames.com Arts and Entertainment 54

Note 3

A Boolean can be t/f, true/false, as well as

1/0.
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rare Command

e The rare command returns
the least common field values
of a given field in the results

* Options are identical to the
top command

Events Patterns Statistics (1) Visualization

20 Per Page v  /Format v Preview v

product_name

Fire Resistance Suit of Provolone

Scenario

Which product is the least sold by
Buttercup Games vendors over the last
60 minutes?

index=sales sourcetype=vendor_sales
| rare product_name =f =1

count

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution

Splunk listen to your data’

Splunk Fundamentals 1
Copyright © 2017 Splunk, Inc. All rights reserved | 14 March 2018



stats Command

e stats enables you to calculate statistics on data that matches your
search criteria

« Common functions include:

count — returns the number of events that match the search criteria
distinct count, dc —returns a count of unique values for a given field
sum — returns a sum of numeric values

avg — returns an average of numeric values

list — lists all values of a given field

values — lists unique values of a given field

Note |;|

To view all of the functions for stats, please see:
http://docs.splunk.com/Documentation/Splunk/Latest/SearchReference/CommonStatsFunctions
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stats Command — count

e count returns the number of
matching events based on the
current search criteria

e Use the as clause to rename the
count field

4 )
index=security sourcetype=linux_secure
(invalid failed)
| stats count

\. J

Events Patterns Statistics (1) Visualization

10 Per Page~  #Format~  Preview v

count

63

Scenario

Count the invalid or failed login
attempts during the last 60 minutes.

r

.

index=security sourcetype=1linux_secure
(invalid failed)
| stats count "Potential Issues”

~N

Events Patterns Statistics (1) Visualization

10 Per Page~  ZFormat~  Preview v

Potential Issues

63

121
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stats Command — count(field)

Adding a field as an argument

. S . =~
to the Count funCtlon returns the CoCuenI:?rr\Ieonumber of events during the
number Of events Where a Value last 15 minutes that contain a vendor

action field. Also count the total events.

IS present for the specified field

index=security sourcetype=linux_secure \

| stats count(vendor_action) ActionEvents, Q

count TotalEvents J
Events (69) Patterns Statistics (1) Visualization

20 Per Page v  /Format v Preview v

Q ActionEvents 4 @ TotalEvents
61 69
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stats Command — by fields

Scenario index=security sourcetype=linux_secure
Count the number of events by user, app, | stats count user, app, vendor_action
and vendor action during the last 15
minutes.
user 7 app # | vendor_action 7/  count
* by clause returns a count for sbe sshd ___Felle |
. admin sshd Failed 4
each value of a named field or e | R ]
Set Of flelds alex sshd Failed 1
apache sshd Failed 1
e Can use any number of fields In backup sshd  Failc !
o . ben sshd Failed 1
the by flELd ||St bin sshd Failed 2
britany sshd Failed 1
daemon sshd Failed 1
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stats Command — distinct count(field)

edistinct count() ordc()

_ Scenario 2

prOV|deS a Count Of hOW How many upi_que _vvebsites have our
] employees visited in the last 4 hours?
many unigue values there are
for a given field in the result , , .
index=network sourcetype=cisco_wsa squid
set [ | stats dc(s_hostname) "Websites visited:"J
* This example counts how

many unlque Values for Events Patterns Statistics (1) Visualization

S_h O S t n a m e 20 Per Page v  #Format v Preview v

Websites visited:

25
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stats Command — sum(field)

Srermain [ | (index=networ‘k sourcetype=cisco_wsa_squid )
(A B
How much bandwidth did employees | .
: i stats sum(sc_bytes) Bandwidth s_hostname
spend at each website during the past )
week? | sort -Bandwidth
\_ J
Events Patterns Statistics (54) Visualization
For fields with a numeric 20PerPagev  /Format~  Preview v
Value’ you Can Sum the 5_hostname Q Bandwidth
. www.gctsindia.in 4866091
actual values of that field |
@ www.heals.co.uk | 233522 e
www_animationmagazine.net 1203433
www_karel1.com 1 202753
www._finedinings.com 47407
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stats Command — sum(field) — (cont.)

. |
Scenario

Report the number of retail units sold and
sales revenue for each product during the
previous week.

® A single stats command
© can have multiple functions

©® The by clause is applied to
both functions

® sort Total Sales In
descending order

Generated for Subbaiah Kandula (97221 22t€rSpiunkinc, not for distribution
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index=sales sourcetype=vendor sales

| stats count(price) "Units Sold"
¢)sum(price) "Total Sales™ product_name

| sort -"Total Sales"

\_ J
product_name 4 Units Sold © .~ Total Sales = ~
Dream Crusher Q 13 @ 2919.27
Manganiello Bros. 53 2119.47
World of Cheese 66 1649.34

e SIM Cubicle 81 1619.19 Q
Orvil the Wolverine 35 1399.65
Final Sequel 49 1224.51
Mediocre Kingdoms 42 1049.58
Curling 2014 48 959.52
Benign Space Debris 25 624.75
Manganiello Bros. Tee 62 619.38

Splunk Fundamentals 1
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stats Command — avg(field)

* The avg function provides the
average numeric value for
the given numeric field

e An event IS not considered In
the calculation If It:

- Does not have the field

- Has an invalid value for the
fleld

. |~ |
Scenario

What is the average bandwidth used for
each website usage type?

| stats avg(sc_bytes) "Average Bytes"

index=network sourcetype=cisco_wsa_squid
usage

usage Average Bytes

| Borderline 13553.723173
Business 11277.155763
Personal @ 14874552763
Unknown 10724.935021

Violation 8982.340426
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stats Command — list(field)

. . . . Scenario 2
» 1ist function lists all field values Which websites has each employee
for a given fleld accessed during the last 60 minutes?
- - index=network sourcetype=cisco_wsa squid
° ThIS example IIStS the | stats list(s_hostname) "Websites visited:"
websites visited by each €6 USErEIE
e m p I Oyee CS_username Websites visited:
- Security IOgS generate an event basselin@buttercupgames.com
for each network request T o owe il o
u@buttercupgames.con wiww. lowermybills.con
- This causes the same hostname cquinn@buttercupgames.com

' ' tatic.pochta.ru
to appear multiple times static.pochtar

dhale{@buttercupgames.com

- To return a list of “unique” field SRtk e TmEyT—
values, use the values function wirw.ayles.com

WWw.ayles.com
WWww.ayles.com
WWw.ayles.com
Www.ayles.com
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stats Command — values(field)

: =

Scenario index=security sourcetype=linux_secure fail*
Display by IP address the names of users | stats values(user) "User Names",

who have failed access attempts in the count(user) Attempts src_ip

last 60 minutes.

Values funCtIOn IIStS unlque Brc_ip User Names Attempts
values for the specified field 2

10.232.44.142 twilliam |
10.232.44.71 |simon] |

1 75.45.176.223 gbottazrz ar
aracle
root
scanner
user

175.45.176.98 abc 8
andrew
CVS
enquiries
logs
michae
test

test3
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Module 10:
Creating Reports and Dashboards
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Module Objectives

e Save a search as a report
e EdIt a report

e Create reports that display statistics (tables) or visualizations
(charts)

e Create a dashboard

* Add a report to a dashboard
e Add a pivot to a dashboard
e Edit a dashboard
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Reports

* Reports are saved searches

e Reports can show events, statistics (tables), or visualizations
(charts)

* Running a report returns fresh results each time you run it

o Statistics and visualizations allow you to drill down by default to
see the underlying events

e Reports can be shared and added to dashboards
* There are two ways to create a report: pivot or search
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Smart Naming

e Before you begin using Splunk on the job, define a naming convention
SO you can always find your reports and tell them apart

* For example, you can create something simple like this:

- <group>_<object>_<description>

» group: the name of the group or department using the knowledge object such as
sales, IT, finance, etc.

» object: report, dashboard, macro, etc. Note e

- _ : : If you set up naming conventions early in your
’ d eSCrli p“ on: Week|ySa|ES, Fa”ed Long, etc. implementation, you can avoid some of the more

challenging object naming issues. The example is a

- USing this example, a quarterly sales repOrt suggestion. The details are found in the Splunk product

documentation:

can be |dent|f|ed as. http://docs.splunk.com/Documentation/Splunk/latest/Kn
owledge/Developnamingconventionsforknowledgeobjec
» Sales _Report_QuarterlySalesRevenue titles
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Create a Report from Search

® Run a search Q New Search P o (o] oo
sourcetype=access_combined action=purchase status!=200 Report

O Select Save As -
+ 1,133 events (1/11/16 12:00:00.000 AM to 2/10/16 10:54:09.000 PM)  No Event Sampling + Job ~ e d Al

e Se eCt Repo rt Events (1,133) Patterns Statistics Visualization Event Type
Format Timeline v — Zoom Out 1 day per column

S W p—— T S S R——_————

List » SFormat »
< Hide Fields = All Fields i Time
> 21086
" 1956.000 PM
Selected Fields
g action 1
a host 3
a source 3

a sourcetype 1

20 Per Page Mext >

Event

176.212.0.44 - - [10/Feb/2016:21:19:56] "POST /cart.do?action=purchase&iteml
d=EST-6&JSESSIONID=SD3SL4FF1ADFF4963 HTTP 1.1" 503 978 "http://www.buttercup
games.com/cart.do?action=addtocart&itemId=EST-b6&categoryld=STRATEGY&productl
d=PZ-5G-G05" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_7_4) AppleWebKit/53
6.5 (KHTML, like Gecko) Chrome/19.0.1084.46 Safari/536.5" 677

source = fopt/log/www1/access. log
status = 503

action = purchase = host = www1
sourcetype = access_combined
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Create a Report from Search (cont.)

O Give the report a meaningful
title (required)

Save As Report

® Specify a description (optional)

. Q Title support_report_failpurchases30day
© Select whether to include or not © oesiin | anion
to include a time range picker ’
- The report will be saved with the orent =R
e Time Range Picker Yes No

time range that was selected when
It was created

- Adding a time range picker allows
you to adjust the time range of the
report when you run it

Cancel
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Create a Report from Search (cont.)

Save As Report

You can change Additional Settings, as
We” aS Use the dlalog bUttonS: Title support_report_failpurchases30day

Description

 Click Continue Editing to make changes
tO your report Content :=Events

* Click Add to Dashboard to add your
report to a dashboard

Time Range Picker Yes No

Your Report Has Been Created <G

 Click View to display your report or run it
again

You may now view your report, add it to a dashboard, change additional
settings, or continue editing it.

Additional Settings:
« Permissions
Additional Settings ———s 4 © Seie

Embed

Dialog buttons e | Continue Editing Add to Dashboard
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. . Splunk Fundamentals 1
Sp un listen to your data 136 | |
Copyright © 2017 Splunk, Inc. All rights reserved | 14 March 2018



Running Reports

 Click Reports, then click the report title to run it
- The report runs using the time range that was specified when it was saved

* Use the time range picker to change the time range of the report (if

available)

support_report_failpurchases30day Editv  Morelnfov | Add to Dashboard
Last 30 days v
Search Pivot Reports Alerts D1 ol s+ 2,866 events (5/22/16 12:00:00.000 AM to 6/21/16 2:42:37.000 AM) Job v O » & L
— 20 per page v | 2 3 44 B e A B 9 Next >
L1 Reports |
; ; ; .. i Time Event
Reports are based on single searches and can include visualiz
Open the repor‘t in Pivot or Search to refine the parameters ori ? 6/21/16 217.23.14.61 - - [21 /Jun/2016:01 '27'56] "POST /Ca!’t.dO-)aCtlon:pUrChase&ltemId=EST-26&.]SESSIONID=SDSSL2FF3ADFF

1:27:56.000 AM

6 Reports All

Yours Thi

i Title * > 6/21/16
>  Errors in the last 24 hours

>  Errors in the last hour

>  License Usage Data Cube

>  Orphaned scheduled searches Open in Search

>  support_report_failpurchases30day Open in Search

1:13:00.000 AM

4965 HTTP 1.1" 503 3803 "http://www.buttercupgames.com/cart.do?action=addtocart&itemId=EST-26&categoryIld=ARCA
DE&productId=MB-AG-GO7" "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/536.5 (KHTML, like Gecko)
Chrome/19.0.1084.46 Safari/536.5" 949

host=www1 - source = /opt/log/www1/access.log = sourcetype = access_combined

128.241.220.82 - - [21/Jun/2016:01:13:00] "POST /cart.do?action=purchase&itemId=EST-12&JSESSIONID=SD10SL3FF2A
DFF4958 HTTP 1.1" 503 2917 "http://www.buttercupgames.com/cart.do?action=addtocart&itemId=EST-12&categoryIld=S
TRATEGY&productId=DC-SG-G02" "Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.2; .NET CLR 1.1.4322;
InfoPath.1; MS-RTC LM 8)" 871

host=www2 = source = /opt/log/www2/access.log = sourcetype = access_combined
Edit v nobody search App
Edit v student16 search Private
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Editing Reports

* To edit a report’s underlying search, select Edit > Open in Search
- You can then edit and re-save, not save, or save-as a new report

* You can also edit the description, permissions, schedule, and acceleration

« Additionally, you can clone or delete the report
(1 support_report_failpurchases...

SUpport_report_fallp sourcetype=access_combined action=purchase status!=

v
Last 30 days v
~ 2,866 events (5/22/16 12:00:00.000 AM to 6/21/16 2:42:37.000 AM)

~ 2,866 events (5/22/16 12:00:00.000 A

200

No Event S

Events (2,866) Patterns Statistics Visualization
20 per page v Format Timeline v — Zoom Out eV
T Time S e A B A A
> 6/21/16 217.23.14.6 =pur
i 4
1:27:56.000 AM 4965 HTTP 1 Listv  /Formatv 20 Per Plgai,
DE&productI .. rieigs = All Fields UL et Appl
Chrome/19.0 >  6/21/16 217.23.14.6
= 1:27:56.000 AM d=EST-26&J .
host = www1 Selected Fields upgames. coinblm
a host 3 Id=MB-AG-GO
a source 3 like Gecka

Edit v

Open in Search
Edit Description
Edit Permissions
Edit Schedule
Edit Acceleration
Clone

Embed

Delete

Generated fessuhbaiah Kandula (9722122) (C) Splunk:bacwaet for distribution

138

Splunk listen to your data’

More Info v Add to Dashboard
QO » & 4
7 8 9 Next >
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Creating Tables and Visualizations

Three main methods to create tables and visualizations in Splunk are:
 Select a field from the fields sidebar and choose a report to run

e Use the Pivot interface
- Start with a dataset
or
- Start with Instant Pivot

» Use the Splunk search language transforming commands in the
Search bar

- Transforming commands are discussed in the Searching & Reporting with
Splunk course
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Tables and Visualizations

o Statistical reports leverage Splunk's built-in visualizations or table
format

* These views give you insights into your organization’s data

Events (77) Patterns Statistice (4) Vigualization

¥ Bar Chart FFarmat +

Dream Crusher

Patterns Visualization

Ewents (77) Statistics (4)

Final Sequel

o
E
=
=

5 20 Per Page ~  #Format~  Preview v
B
product_name count

Dream Crusher 24

-
= Mediocre Kingdoms

Final Sagual 25

Mediocre Kingdoms 19

Puppies vs. Zombies 3 :
Puppies vs. Zombies 4

16 1E 20 22 24 26

=]
P
-
T
o5
=
o]
ra
Fal
=

EEEEE
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Create Reports From the Field Window

 Numeric fields: choose
from six report types
with mathematical
functions, such as
average, maximum
value, and minimum
value

e This example
generates a report that
shows the average
over time

—This i1s known as a
timechart

Selected Fields
action
host

sale_price X

6 Values, 50.781% of events Yes No

Reports

Average over time Maximum value over time Minimum value over time

sale_price

Events Patterns

# Line Chart v

16

15.5

15

avg(sale_price)

14.5

Sun Feb 28

2016

sFormat v

Top values Top values by time Rare values
Events with this fiel
Avg: 14959246 Min:J.99 Max: 24.99 Std Dev: 8.416222
Statistics (7) Visualization
— avg(sale_price)
Mon Feb 29 Tue Mar 1 Wed Mar 2 Thu Mar 3 Fri Mar 4 Sat Mar 5
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Create a Top Values Report

 For alphanumeric character fields, there are only 3 available reports

* In this example, we want a report that shows the top categories
purchased

- Basic search: sourcetype=access combined status=200
action=purchase

{ Hide Fields = All Fields categﬁwid ®

25
N n Com
- Click the categoryld field  seres Yeo [ho | 1o
action 072
. host Reports
Click Top values ¢ rc
p # sale_pnce Events with this field
PLIF'
sSouUrce
Values Count % /v
BOUTCetype ES5I
S alkeics STRATEGY 574 29.588% -
ARCADE 395 20.361% 4.0
intEyeating Fimce ACCESSORIES 269 13.866% -
4 butno
bytes TEE 261 13.454%
categoryld ESS
o SHOOTER 192 9.897% /ca
date_hour SIMULATION 165 8.505% ;:ir
# date_mday SPORTS 84 4.33%
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Create a Top Values Report (cont.)

* A | (pipe symbol) and the top command are added to the search string

e A bar chart is returned on the Visualizations tab, displaying the top
categories purchased

sourcetype=access_combined action=purchase status=200| top limit=20 categoryld

All time v Q

Jbv I B 5 & 4 ?® Smart Mode v |

~ 44,548 events (before 7/26/16 6:19:11.000 PM)  No Event Sampling v

L ¥ LB
Events Patterns Statistics (7) Visualization

sourcetype=access_combined action=purchase status=200|| top limit=20 categoryIld
& Bar Chart v #Format v il

STRATEGY
ARCADE
 ACCESSORIES
b
& TEE
@
g

I count
SHOOTER

SIMULATION

SPORTS

o

500 1,000 1,500 2,000 2,500 3,000 3,500 4,000 4,500 5,000 5,500 6,000 6,500 7,000
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Change the Visualization

e Select a visualization from
the visualization type

[ il Column Chart v ] SFormat v

Recommended
dropdown menu _.
® In thIS example, the C0|umn Sp;i:r-ﬂ{v;s:vaaii.zatic;ns
chart is changed to a pie P 0
chart | ;| [ 42 A
Find more visualizations [Z ACCESSORIES
Pie Chart

Compare categories in a dataset.

Search Fragment
| stats count by comparison_category

ACOECOAD o
el ]
o -l ..] 1
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Change the Format

 The Format menu allows you to
change formatting options

* For example, for bar and column
charts:

- The General tab allows you to
change Stack, Multi-series, and
Drilldown modes

- The X-Axis and Y-Axis tabs allow
you to change the axis labels and
orientation

- The Legend tab allows you to
position the visualization legend as
desired

Events (3,834) Patterns Statistics (7)
¥F Bar Chart v
General Stack Mode 4
X-Axis Multi-series Yes
/ Mode
- gl
= Y-Axis
4 Dnildown Yes
% Chart Overlay
"' Show Data Off
Legend Values
e —u—5 |
0 S0 100 150
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Change the Format (cont.)

e Show Data Values determines whether to show data values in the
visualization

- If Min/Max Is selected, data is only shown on the bars containing the minimum
and maximum values

Note Q

When you make a change to the
visualization settings — such as Min/Max —
the visualization updates immediately.

Events (3,834) Patterns Statistics (T) Visualization

F Bar Chart « FEormat w

< ACCESSORIES _ Keuis Multi-series Yes No
= Mode
= Drilldown Yes Mo D
* swore [ o : las —
_ Show Data |  Off On Min/Max | Learn more about modes and axes in the
SIMULATION Legend Values
I Splunk Fundamentals 2 course. These
SPORTS -3¢ <€ modes require more sophisticated
0 50 100 150 . - s e — - _— 550 so0 searches.
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View as a Table

Switch to the Statistics tab to view the results as a table

Ewvents (1,966) Pattermns Statistics (H) Vigualizathon
20 Per Page FFofmat v Freview

categaonyld count percent
a3 HATEGY 313 23 699844
MLUILL 2o 1 B.6bO464
ARLALE 1454 T F 1927
ACCESSORIES 133 I1.felE4

EE 1 Jgudal
SIMULATION 103 r.B14871
SHOOTER uY r.5113a
SPORTS 56 4. 2488632
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Statistics Overlay Format

Events Patterns Statistics (7) Visualization

 Heat map highligh
outstanding values

20 PerPage v  /Format v Preview v

L L L L e AL \ Count & percent i
General Wrap Results Yes No m H0:34HA2
[ 4092 18.110201
Row Numbers Yes No 3366 14.897101
Drilldown Row Cell None 3004 13.294977
2071 9.165745
Data Overlay Heat map v 2026 8.966586
Table column color overrides heat map and 1179 5.217969
high/low value data overlay.
Events Patterns Statistics (7) Visualization
e High and | |
I an O W V a u eS 20 Per Pagev  #Formatv  Preview v
highlights max and s 7
- .I: General Wrap Results Yes No i AN
Mmin Oor non Zero 4092 18110201
I Row Numbers Yes No 3366 14.897101
Drilldown Row Cell None 3004 13.294977
2071 9.165745
Data Overlay High and low values v 2026 8.966586

Table column color overrides heat map and 1179 5.217969

high/low value data overlay.
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What Is a Dashboard?

» A dashboard consists of one or more panels displaying data visually in a
useful way — such as events, tables, or charts

* A report or a pivot can be used to create a panel on a dashboard
+ Add Panel + Add Input v Cancel Save as... m

Edit Dashboard Ul | Source

Buttercup Sales Week

No title o. .,
Purchases by Category B, dalv £~ Percent Sales by Category Dy @ e
4,000
& TEE ACCESSORIES
3 3,000 Beni...ris
g M cur..14
E M Dre...her
3 2,000 &= ;nm“t
v dan...s.
ARCADE
‘s B Man...ce i
& hoed ' M Oni...ine STRATEGY — §
o =i Pup...ies
- M siv..cle
SPORTS SH...ER ARCADE M wor...se SHOOTER
SIM...ION TEE STR...GY I wor..ee po— SIMULATION

category
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Adding a Report to a Dashboard

In the report, click Add to Dashboard to begin

Sa|eS_|’epOI’t_pu rChaseS Bycategory Editv | More Info v [ Add to Dashboard ]
+ 1,976 events (6/14/16 1:00:00.000 PM to 6/21/16 1:54:14.000 PM) Job v Q9 » & L
800

[ ] Benign Space Debris

(*)]
o
o

()
3
'§ Curling 2014
a B Dream Crusher
= M Final Sequel
7 I Fire Resista...f Provolone
§ 400 B Holy Blade of Gouda
S B Manganiello Bros.
q‘:‘ Manganiello Bros. Tee
o B Mediocre Kingdoms
€ 200 Bl Orvil the Wolverine
8 B Puppies vs. Zombies
v B siM Cubicle

I World of Cheese

World of Cheese Tee
ACCESSORIES ARCADE SHOOTER SIMULATION SPORTS STRATEGY
category
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Adding a Report to a Dashboard (cont.)

® Name the dashboard and optionally provide a SeyeAsDashhoad Pene
description o
® Change the permissions (use Private until PetioariTie | sunerp seles ek @Y
te St@d) Dashboard ID” I:luner.:un_*-;aln.s_wee!-q
© Enter a meaningful title for the panel
® For Panel Powered By, click Report Dashbord Pemissions (@) Prvate | Shaed i Ao :
® For the Panel Content, select Statistics to LT T
display as a table, or the visualization type (in pancloweredBy | Qinineseach | DReport (@)
this case, a Column Chart) paneiContert | @statisics | ol Chant (@)
Note 7

The Dashboard ID is automatically populated with a
unigue value used by Splunk and should not be changed.
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Adding a Report to a Dashboard (cont.)

After |t |S SaVEd , yo u Can Vl eW th e | Your Dashboard Panel Has Been Created
d aS h board i m m e d i ate Iy y O r S e I e Ct th e The panel has been created and added to buttercup_sales_week. You may

dashboard from the Dashboards view

Buttercup Sales Week Edit | | Export v
Purchases by Category
4,000
L]
n I Bcnign Space Debris
5 3,000 Curling 2014
g B Dream Crusher
- M rinal Sequel
:i 2,000 [ Manganiello Bros.
uLf [ | Manganiello Bros. Tee
E Il vediocre Kingdoms
§ 1,000 Orvil the Wolverine
8 - - - Puppies o
Il sim Cubicle
I world of Cheese
SPORTS SIMULATION SHOOTER TEE ARCADE STRATEGY B world of Cheese Tee
categnry
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Why Create Panels from Reports?

e |t IS efficient to create most dashboard panels based on reports
because

- A single report can be used across different dashboards
- This links the report definition to the dashboard

* Any change to the underlying report will affect every dashboard
panel that utilizes that report
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Editing Panels

 After saving the panel, a window appears from which you can view
the updated dashboard

e Click Edit to customize the dashboard

Buttercup Sales Week export v

Purchases by Category
4,000
2 I Benign Space Debris
%3-000 Curling 2014
& B Dream Crusher
— - Final Sequel
=5 2 000 I Manganiello Bros.
uu: N Manganiello Bros. Tee
E Il Mediocre Kingdoms
S 1,000 Orvil the Wolverine
5 - - - S Cun o
Il siM Cubicle
I world of Cheese
SPORTS SIMULATION SHOOTER ARCADE STRATEGY B world of Cheese Tee

category
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Editing Panel Layout

Click on the dotted bar on a panel to drag the panel to a new
location

Edit Dashboard ul Source + Add Panel | + Add Input ~ Cancel Save as... m

Buttercup Sales Week

No description 4
HEasE R R s R e R e g s e s e s e s e e xll S L T L s T e s o v R 9
No title . Notitle L o 29
Purchases by Category B al. ~.  PercentSales by Category B €. Lo

4,000
o TEE ACCESSORIES
E 3.000 I seni...ris
o Cur...14
& I Dre...her
= - Fin...uel
3 2,000 = xan..‘s. ARCADE
“6 - Man...ee
e...ms
E 1,000 ™ Orv...ine STRATEGY
8 | _ = Pup...ies
M siM...cle
| Il B wor...se SHOOTER
SPORTS SIM...ON SH...ER TEE ARCADESTR..GY MM wor...ee SPORTS SIMULATION

category
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Drill Down from Visualization to Search

Click an object in a chart or table to see its underlying events in Search view

Q NeW SearCh Save Asv  Close

sourcetype=access_combined [categoryId=STRATEGY Previous week v Q

H

+ 2,973 events (8/14/16 12:00:00.000 AM to 8/21/16 12:00:00.000 AM)\, No Event Sampling v Job v » & 1 ® Smart Mode v

Events (2,973) Patterns Statistics Visualization

Format Timeline v — Zoom Out 1 hour per column

25 events at 7 PM on Saturday, August 20, 2016

List v ZForn 4 5 6 7 8 9 Next >
< Hide Fields := All Fields i Time
> | B/20/16 categoryld: STRATEGY Ifcar't .do?
. 11:49:29.000 | 2,973 FF4ADFF4959 HTTP 1.1" 200 1524 "htt
Selected Flelda 27.915% cart&itemId=EST-27&categoryld=STRAT
a host 3 - h; Intel Mac 0S X 10_7_4) AppleWebK
a source 3 STRATEGY 6 Safari/536.5" 166

a sourcetype 1 :etype = access_combined

o >  8/20/16 product.screen?productId=DC-SG-
Interesting Fields 11:49:25.000 | _ 2618 "http://www.buttercupgames.com/ca
a action 5 ] ! I (Macintosh; Intel Mac 0S X 10_7_4)

# bytes 100+ 9.0.1084.46 Safari/536.5" 722
a categorwd 1 TS = YWYV T SULTLE = J URW TUY7 WYV [/ aueeas. vy auutuet)’pe access_combined
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Clone a Dashboard

* To clone a dashboard, click Edit — and then Save as...
- Change the Title as desired, and then click Create Dashboard

Buttercup Sales Week Edit || Export v
Purchases by Category Percent Sales by Category 9
4000 Edit Dashboard ul Source + Add Panel + Add Input v Cancel Save as...

% 3,000
g Buttercup Sales Week
; 2,000 No description
% Save As
o
5 1,000
o
u r

""""""""""""""""" >\ = = = = = = = = = = TEt|E Buttercup Sales Week Copy

SPORTS SIM...IONSHO..ER Tee A Notitle . Notitle .
category e ID* buttercup_sales_week_copy
Can only contain letters, numbers and
underscores.
Purchases by Category B. al. . PercentSalesbyCatego
New Description optional
4,000 V
TEE
E o Permissions Private Shared in App
< 3,000 B e
o
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Export a Dashboard (cont.)

* Without the add-on, dashboards can be exported as PDF
- They can also be printed

Buttercup Sales Week Edit | Export v

Purchases by Category PercentSalesByCategory 2ot

Schedule PDF Delivery

Print
- Ben...ris TEE L ST SRR

600
Cur...14
M pre..er
M Fin...uel
M Fir...one
B Hol...da
- Man...s.
Ma...ee
- Mo ms STRATEGY
- Orv...ine
- Pup...es

| Requests

S
o
o

ARCADE

Count of Su

200
. . B sim...le

AC..LES AR..E 5H..R 5L.ON 5P..TS 5T..GY TEE -xor..,se SPORTS SIMULATION
category or...ee

SHOOTER
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Make a Default Dashboard

e Set a dashboard to appear by default in the bottom panel of your home

view

e From Home, click Choose a home dashboard

Splunk listen to your data’

Close
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View Your Default Dashboard

After you've set a dashboard as default, your home view may look

like this:
©

Explore Splunk Enterprise

Search Manual 2 Pivot Manual (2 Dashboards & Visualizations [2
Use the Splunk Search Processing Use Pivot to create tables and charts Create and edit dashboards using
Language {SPL). with SPL interactive editors or simple XML
Close

Buttercup Sales Week [Z

Purchases by Category

TEE ACCESSORIES
750

B e ris

Cur...14
- Dre,..&f
- Fim...uel

B ran.s. STRATEGY

B Ma..ce
M re.ms

B e SHOOTER
- Pup...es
|: = SIM...le SPORTS SIMULATION
Wor...5e

B wor...ce

500 ARCADE

250

Count of su,..| purchase

ARCADE  SH,_ER  SIM..ION  SPORTS  STR..G TEE
category
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Module 11.
Using Pivot
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Objectives

e Describe pivot
e Understand the relationship between the data model and the pivot

e Select a data model object
e Create a pivot report
e Use Instant pivot to create a report
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Completed Pivot

Pivot Is a quick way to design visualizations of data. Let's see how.
=

LA N E‘W Pl"lu"'Dt Save As... v Clear successful purchase

4 v /1,674 events (1/28/16 8:00:00.000 PM to 2/4/16 8:40:02.000 PM) A 4+ & Q
6 1 New Pivot

Time Range
/1,674 events (1,/28/16 8:00:00.000 PM to 2 Filtar
Filters Color

Last 7.days i cateqgory is
Field a category v
TEE
Spili e Lahal ARCADE
category s+
Sort Default ~
Benign Limit | 100
Space | Curling Dn

category - Debris = | 2014 = | Crush SHOOTER

Size STRATEGY
ARCADE 128 i

SIMULATION
SHOOTER 0 0 Field # Count of successful purch..
SIMULATION 1] o SPORTS
|

SPORTS 0 BS e
STRATEGY 0 0 Minimum Size | 1 %
FEE { D
ALL 128 85 General
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Selecting a Dataset

Splunkf:z= App: Search & Reporting v

1. From the Search & Reporting app,
select the Datasets tab

- This displays a list of available lookup
table files ("lookups") and data models N

No Event Sampling v
- Each lookup and data model
represent a specific category  Datasets

Of d at a design a visualization-rich report based on the dataset. Click Explore in Search to extend a dataset in Search and save it as a new

» Prebullt lookups and data

Alerts Dashboards

Q Search

Learn more about Datasets. 2

. . 9 Datasets All Yours This App's buttercup
models make it easier to e smseime s [ e psers
. . > | Buttercup Games Online Sales > Web Requests data model 4 Explore v
I n te raCt WI t h yo u r d ata > Buttercup Games Online Sales > Web Requests > Failed Reques... data model 4 Explore v
. . . . > | Buttercup Games Online Sales > Web Requests > Failed Reques... data model 4 Explore ~
2 C I I C k EX I O r e > VI S u aI I Z e W I t h > Buttercup Games Online Sales > Web Requests > Failed Reques... datamodel . Explore v
- p > | Buttercup Games Online Sales > Web Requests > Failed Reques.. data model 4 Explore v
- > Buttercup Games Online Sales > Web Requests > Successful R..  data model $ Explore v
P I V O t > | Buttercup Games Online Sales > Web Requests > Successful R...  data model Visualize with Pivot
> Buttercup Games Online Sales > Web Requests > Successful R..  data model Investigate in Search
> | Buttercup Games Online Sales > Web Requests > Successful R..  data model 4 Explore v
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Open In Pivot

e The Pivot automatically populates with a count of events for the
selected object

* In this example, It shows all successful purchase requests for all
time
E

E L1 N ew P|V0t Save As..v | Clear Successful Requests v
208,243 events (before 7/25/16 8:40:39.000 PM) A2 4+ & Q
Filters Split Columns Documentation [2
All time V4 b 4
Split Rows Column Values
& - Count of Successf.. & | +
Count of Successful Requests
208243
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Open In Pivot

e The Pivot automatically populates with a count of events for the
selected object

* In this example, It shows all successful purchase requests for all
time
E

E L1 N ew P|V0t Save As..v | Clear Successful Requests v
208,243 events (before 7/25/16 8:40:39.000 PM) A2 4+ & Q
Filters Split Columns Documentation [2
All time V4 b 4
Split Rows Column Values
& - Count of Successf.. & | +
Count of Successful Requests
208243
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Select a Time Range

e The default i1s All
time

Filters

All time

e Click the pencil icon
to select the desired
time range

v Presets

30 second window
1 minute window
5 minute window
30 minute window
1 hour window

All time (real-time)

e The pivot runs
Immediately upon
selecting the new
time range

> Relative

> Real-time

> Date Range

> Date & Time Range

> Advanced

Generated for Subbaiah

1 New Pivot

Today

Week to date
Business week to date
Month to date

Year to date
Yesterday

Previous week

Previous business week

Previous month
Previous year

v 208,243 events (before 7/25/16 8:40:39.000 PM)

Last 15 minutes
Last 60 minutes

Last 4 hours

MC‘

Last 7 days

Last 30 days
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Split Rows

 Click ' under Split Rows
for a list of available
attributes to populate the
rows

* In this example, the rows
are split by the category
attribute, which will list

- Each game category on a
separate row

- A count of successful
requests for each game
category

1 New Pivot

~ 29,798 events (7/18/16 8:00:00.000 PM to 7/25/16 8:53:37.000 PM)

Filters

Last 7 days L |+

Split Rows

+

® _time

g action

a host

# price

a product name
a productld

a source

a sourcetype

# status

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, not for distribution

Splunk listen to your data’

168

Save As... v Clear

Split Columns

-+

Column Values

Count of Successf.. | & @+

Splunk Fundamentals 1

Copyright © 2017 Splunk, Inc. All rights reserved | 14 March 2018



Split Rows (cont.)

e Once selected, you can:
- Modify the label

New Pivot

29,798 events (7/18/16 8:00:00.000 PM to 7/25/16 8:53:37.000 PM)

- Change the sort order Filters
» Default — sorts by the field value in il
ascending order =
» Ascending - sorts by the count In ateaory
ascending order Label
» Descending — sorts by the count In All Rows
deSCendlng Order Sort Descending v
- Define maximum # of rows to display L
* Click Add to Table to view the results
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Results

E L NEW P|VOt Save As..v | Clear Successful Requests v
v 28,021 events (7/19/16 2:00:00.000 PM to 7/26/16 2:58:00.000 PM) A 4+ & Q
Filters Split Columns Documentation [2
Last 7 days S+ -
Split Rows Column Values
category L ||+ - Count of Successf.. «# | +
category Count of Successful Requests
SPORTS 569
SIMULATION 1053
SHOOTER ) 1065
TEE categories count by 1538
ACCESSORIES Category 1687
ARCADE 2132
STRATEGY 3482

20 perpage v | sFormatv | €= TO fOrmat the results, click here
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Formatting the Results

For example, to add totals on the Summary tab, click Yes next to
Totals

General eTotals Yes No

Summary 0 Percentages Yes No

20 perpage v  /Forma
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Updated Results (with Total)

E L3 N ew P VOt Save As..v | Clear Successful Requests v
v 27,890 events (7/19/16 3:00:00.000 PM to 7/26/16 3:10:36.000 PM) o 4 & Q
Filters Split Columns Documentation [2
Last 7 days L+ +
Split Rows Column Values
category Y 4 - " Count of Successf... | # +
category ’ Count of Successful Requests
SPORTS 568
SIMULATION 1049
SHOOTER 1059
TEE 1530
ACCESSORIES 1679
ARCADE 2126
STRATEGY 3469

> 11480

20 per page v  #Format v
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Split Columns

 Click .=/ under Split Columns and select the desired split

« Specify the maximum number of columns and whether you want Totals

- =
1 NeW P|V0t Save As..v | Clear

+ 27,890 events (7/19/16 3:00:00.000 PM to 7/26/16 3:10:36.000 PM)

Filters Split Columns
S
Last 7 days L ||+ 0 + + product name
Split Rows Time & ‘time All Columns
: t + :].."(.');r“i i &
| cAtegony 4 e a Jenan Max Columns | 100 Group Others
a category
category a host
il RLCE Totals Yes MO
SPORTS Y a product name e_J
SIMULATION a productld
a source
SHOOTER a sourcetype ﬁﬂﬂTﬁTﬂl
TEE # status

ACCESSORIES
ARCADE
STRATEGY
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Results

- =3
| N ew PIVOt SaveAs..v | Clear Successful Requests v
-~ 27,880 events (7/19/16 4:00:00.000 PM to 7/26/16 4:52:58.000 PM) The ALL
column
Filters Split Columns shows row
Last 7 days L+ ~ product name L |+ totals by
category
Split Rows Column Values
category L ||+ Count of Successf.. @& | +
H
K4
K4 Fire ~ F World
Benign F Resistance | Holy F g ré F 4 Puppies World of
Space | Curling = Dream .~ Final Suitof Blade of Manganiello | Manganiello Mediocre | Orvilthe .~ VS. SIM ~ of | Cheese P
category # | Debris 2014 Crusher Sequel Provolone Gouda Bros. Bros. Tee Kingdoms Wolverine Zombies Cubicle Cheese Tee ALL
SPORTS 0 568 0 0 0 0 0 0 0 0 0 0 0 0 568
SIMULATION 0 0 0 0 0 0 0 0 0 0 0 1055 0 0| 1055
SHOOTER 0 0 0 0 0 0 0 0 0 0 0 0 1069 0] 1069
TEE 0 0 0 0 0 0 0 855 0 0 0 0 0 667 | 1522
ACCESSORIES 0 0 0 0 863 814 0 0 0 0 0 0 0 0| 1677
ARCADE 572 0 0 0 0 0 907 0 0 647 0 0 0 0| 2126
STRATEGY 0 0 947 853 0 0 0 0 986 0 675 0 0 0 | 3461
572 568 947 853 863 814 907 855 986 647 675 1055 1069 667 | 11478 l
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Add Additional Filters

* You can refine a pivot by
filtering on key/value pairs
- Think of ‘split by’ as rows and

columns as the fields to
display

- Think of filters as a field=value
Inclusion, exclusion or specific
condition to apply to the
search (=, <, >, 1=, %)

* In the example, the pivot is
filtered to exclude events
from the ACCESSORIES

category

1 New Pivot

1,893 events (1/15/16 11:00:00.000 PM to 1/2216 11:03:42.000 PM)

Filters

Last T days

g action

a category

d host

# price

g product ni
g productia
@ source

@ Sourcetyp
# status

[+] @

) 1 New Pivot

* 1,893 eventa (1/15/16 11:00:00.000 PM 1o 1,22/16 11:03:42.000 PM)

Filvers
Last 7 days 7, |+
= category
Filter Type Match Linmit
Match e is not w | ACCESSOR E*-,_] e - 3
(5 §

(6] AddToTable
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Filtered Pivot

 The ACCESSORIES category is filtered out
 All the other categories remain

Ll NeW PIVOT Save As...v | Clear Successful Requests v
+ 26,005 events (7/19/16 5:00:00.000 PM to 7/26/16 5:03:19.000 PM) A 4 & Q
Filters Split Columns Documentation [2
Last 7 days #  categoryisnotAC.. « | + . product name LS+
Split Rows Column Values
_ category L ||+ ~ Countof Successf.. & | +
Benign 7 Puppies World # Worldof .~
Space Curling | Dream .~ Final # Manganiello Manganiello = Mediocre # Orvilthe ~ VS. SIM ~ of Cheese 4
category Debris 2014 Crusher Sequel Bros. Bros. Tee Kingdoms Wolverine Zombies Cubicle Cheese Tee ALL
SPORTS 0 568 0 0 0 0 0 0 0 0 0 0 568
SIMULATION 0 0 0 0 0 0 0 0 0 1048 0 0 1048
SHOOTER 0 0 0 0 0 0 0 0 0 0 1061 0 1061
TEE 0 0 0 0 0 847 0 0 0 0 0 660 1507
ARCADE 567 0 0 0 898 0 0 647 0 0 0 0 2112
STRATEGY 0 0 935 846 0 0 980 0 673 0 0 0 3434
67 &eneratédPfor Sibaiah Kattfula (9722%72) (C) Spithk Inc, ¥t for distrffdtion 1048 1o it
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Select a Visualization Format

' =
YO u Can 0 N ew P IVOt Save As... v Clear Successful Requests v

display your v s
pivot as a |
table or a
visualization,

Filter Type Match Limit 900
Match is not v
such as a
ACCESSORIES hd
column chart s
. Curling 2014~
O Add Filter v . Dream C...ermme
- Final Sequel~mn~
i 60 - Mangani...s.~~~
X-Axis W Mangani...ee~~m~
I Mediocr...ms~~~
\ 50 Orvil th...ring~~~
Field a category v B Fuppics...iese~
I siM Cubicle~~~
Label show v | optional I world o...ese~~~
40 I world o...ee~mm
Sort Ascending v
30
Max Columns = 100
Label Rotation 5 | abe %, 20
Label Truncation No
101
Y-Axis

Color ARCADE SHOOTER SIMULATION SPORTS STRATEGCY

1,100

1,000
Field | a categorywv (%)

Count of Successful Requests
(=] o (=]

[=]

abe
o

aqe

o

General category
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Modify Visualization Settings

o Wh e n a 1 NeW P|V0t Save As... v Clear Successful Requests v E—
Vi S u aI I Z atl O n /26,005 events (7/19/16 5:00:00.000 PM to 7/26/16 5:03:42.000 PM) 5 4+ @ Q

control is

X-Axis

selected, panels
appear that let

3,000
f. . Interval | optional
you configure Its i
tt Vo Val — % 2,500
ax Value | optional
S e I n g S . % || Benign 5...risrem~~
o Curling 2014~~~
Color 3 I pream C..er~n~
- 0 I Final Sequel~~~
[ ) " : Q ot 2,000 B Mangani...s.~~~
. Field a product name v g Bl Mangani.. een
um- Il Mediocr... Mmsnmens
Max Colors | 100 Group Others v 2 Orvil th...rine~~~
5 - Puppies...iesr~r~~
- The results for B
Legend Position | Right v g xg;:z g---:Zi::”

each category are
brOken down by General
product_name meioss il 4 o

Multi-series Mode Yes No

1,000

ARCADE SHOOTER SIMULATION SPORTS STRATEGY I TEE
category

- The stack mode Is = /

Set to StaCked ul Show Data Values
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Saving a Pivot

* Plvots can be saved as reports

- You can choose to include a Time Range Picker in the report to allow people who
run it to change the time range (default is Yes)

- You will learn more about reports later in this course

11 NeW Plvot 0 Save As... v Clear Successful Requests v
e Report
+ 26,005 events (7/19/16 5:00:00.000 PM to 7/26/16 5:09:42.000 PM) o 1 & Q
Dashboard Panel
Time Range 4,000
Filter
_ 500 Save As Report
X-Axis
Y-Axis 3,000
but:
Hele s Log g _ Title sales_report_purchasesByCategory
S 5 500 - Beni...~~~
| e Curli...;men
Interval | optional = e
I M Final...l~~ e Description optional
Min Value | optional g 2,000 Il wang...~~~
- M Mang y
7 | um_ M Med
Max Value | optional S 1,500 ) Orvil...;emm
3 = z:‘JP---"”" Time Range Picker Yes No
Color O [ ———
1,000 B worl
Field = a product name v (]
500
Max Calors | 100 Group Others v Cancel m
T mm—— ARCADE ~ SHOOTER SIMULATION SPORTS  STRATEGY  TEE
General . caregorny - . -
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Saving a Pivot (cont.)

When you click View, the report is displayed with a Time Range Picker

Search  Datasets  Reports  Aleris  Dashboards Search & Reporting
sales_report_purchasesByCategory Editv | Morelnfov | Addto Dashboard
Your HEPDI"[ Has Been Created x /9,762 events (7/19/16 5:00:00.000 PM to 7/26/16 5:27:06.000 PM) Job v O » & L
4,000
You may now view your report, add it to a dashboard, change additional ﬂ
w
. . e 7
settings, or continue editing it S 3,000 B Benign Space Debris
" : = ! Curling 2014
Additional Settings: = Il Dream Crusher
@ M Final Sequel
« Permizssions @ 2,000 Bl Manganiello Bros.
g B Manganiello Bros. Tee
= Schedule t I Mediocre Kingdoms
« Embed o I Orvil the Wolverine
£ 1,000 M Puppies vs. Zombies
3 I SIM Cubicle
v ; Bl World of Cheese
I World of Cheese Tee
; . SPORTS SIMULATION SHOOTER ARCADE STRATEGY
Continue Editing Add to Dashboard View —
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Mouse Actions

2,000

e Mouse over an
object to reveal its
detalls

1,500

1,000

Category: SIMULATION
555 I siM Cubicle

Count of Successful Requests

e |If drilldown Is
enab ed (defaUIt)’ it SHOOTER SIMULATION SPORTS STRATEGY TEE

- - - Category
IS pOSSIbIe tO CIICk New Search SaveAsv Close
(index=* index=_*) (sourcetype=access_* productId="*") (categoryId!=ACCESSORIES) | search (status=200) | eval Last 7 days v Q

L
O n th e O b e Ct tO is_successful_purchase=if(searchmatch("(action=purchase)"),1,0), is_not_successful_purchase=1-is_successful_purchase,
J is_successful_add_to_cart=if(searchmatch("(action=addtocart)"),1,0), is_not_successful_add_to_cart=1-is_successful_add_to_cart
, 1s_successful_remove=if(searchmatch("(action=remove)"),1,0), is_not_successful_remove=1-is_successful_remove | rename action
http_request.action categoryId http_request.categoryId price http_request.price product_name http_request

eX Ose th e .product_name productId http_request.productId status http_request.status is_successful_purchase http_request
.successful_request.is_successful_purchase is_not_successful_purchase http_request.successful_request
.is_not_successful_purchase is_successful_add_to_cart http_request.successful_request.is_successful_add_to_cart
is_not_successful_add_to_cart http_request.successful_request.is_not_successful_add_to_cart is_successful_remove

L}
l I n d e rI I n S e arC I | http_request.successful_request.is_successful_remove is_not_successful_remove http_request.successful_request
.is_not_successful_remove | search "http_request.categoryId"=SIMULATION "http_request.product_name"="SIM Cubicle"

+ 555 events (8/18/16 8:00:00.000 PM to 8/25/16 8:28:09.000 PM)  No Event Sampling v Job v > & & ® Smart Mode v

N Ote | | Events (555) Patterns Statistics Visualization

Format Timeline v — Zoom Out

The search generated by drilldown may be el i sl Bt il o il Ty e
more detailed than your original search.

1 hour per column

List v #Format v 20 Per Page v 1 2 3 4 5 6 7 8 9 Next >
However, it produces the same results. S —ree |t [Tims Evert
> 8/25/16 89.11.192.18 - - [25/Aug/2016:20:15:18] "GET /category.screen?categoryId=SIMULATION&JSESSIONID=SD1SL

8:15:18.000 PM  5FF4ADFF4955 HTTP 1.1" 200 3809 "http://www.buttercupgames.com/product.screen?productId=SC-MG-G10"
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Instant Pivot Overview

e Instant pivot allows you to utilize the pivot tool without a
preexisting data model

- Instant pivot creates an underlying data model utilizing the search
criteria entered during the Initial search

 How to create an Instant Pivot
1. Execute a search (search criteria only, no search commands)
2. Click the Statistics or Visualization tab
3. Click the Pivot icon
4. Select the fields to be included in the data model object
5. Create the pivot (table or chart)
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Open Instant Pivot

splunkl- App: Search & Re... v student16  Messages» Settingsv  Activityvv  Helpwv Find

Search Datasets Reports Alerts Dashboards Search & Reporting

Q New Search SaveAsv  Close
action=purchase e Yesterday v Q

+ 615 events (7/25/16 12:00:00.000 AM to 7/26/16 12:00:00.000 AM)  No Event Sampling v Job v > & 1 ® Smart Mode v

Events (615) [ Patterns Statisticrg Visualization

Events (615) w'} Visualization
Format Timeline v — Zoom QOut + Zoor =

‘ o Your search isn't generating any statistic or visualization results. Here are some possible ways to get results.

List
< Hide Fields i= All Fields t Fields X

>
Selected Fields Which fields would you like to use as a Data Model?
a action 1 @ All Fields (46) e
a host 3 Pivot (O Selected Fields (4) sarch Commands [2
a source 3 ) Fields with at least 9 % coverage (43)

> Build tables and visualizations using se a transforming search
a sourcetype 1 . ” . o

multiple fields and metrics without 1and, like timechart or stats, to
writing searches. summarize the data.

Interesting Fields Cancel

# bytes 100+
a categoryld 8
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Saving a Pivot as a Report

1] N ew P [Vot Save As... v | Clear Edit Dataset
S As R t Report 0
ave AS Repor ~ 615 events (7/25/16 12:00:00.000 AM to 7/26/16 12:00:00.000 AM)
Dashboard Panel
Filters Split Columns
Title sales_report_purchases Yesterday 2 |+ E host 2 || +
Description Split Rows Column Values
2 + - Countof1469554.. | #  +
Time Range Picker Yes No
Yo (@)st save the original search as a data mode. This will pow * When saving as a report, the Model Title is
Model Title purchase data model req u I red

Model ID? | purchase_data_model -~ This is used to create a data model, which is
required by the pivot report

T o O3 * The Model ID is automatically generated
o based on the Model Title

It is is not recommended to
manually change the Model ID.
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Add a Pivot to a Dashboard

Similarly, you can save any pivot to a new or existing dashboard

Time Range
Filter
X-Axis
Y-Axis
Scale
Interval
Min Value
Max Value

Color

Field

Max Colors

| enend Pnsitinn

General

1 New Pivot

/ 26,005 events (7/19/16 5:00:00.000 PM to 7/26/16 5:09:42.000 PM)

: b
Linear Log b
=]
o
L3
. o
(#] e
=
—
wvi
vi
optional Y
g
3
w
+ 1 Y
optional ©
H
=
3
(3]
»
a product name v Q
100 Group Others v
Rinht v

4,000

3,500

3,000

2,500

2,000

1,500

1,000

500

ARCADE

Save As... v Clear

Report

Dashboard Panel 0

SHOOTER SIMULATION SPORTS
category

Successful Requests v

STRATEGY

A L & Q

TEE

M seni...

Curli...
- Drea...
Final...
Mang...
‘:‘} Mang...
Medi...
Orvil...
- Pupp...

s

M worl...

B worl...

Save As Dashboard Panel

Dashboard

Panel Powered By

Panel Title

Panel Content

Cancel
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Module 12
Creating and Using
L ookups
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Module Objectives

e Describe lookups

 Examine a lookup file example

e Create a lookup file and definition
e Configure an automatic lookup

e Use the lookup In searches
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Describing Lookups

*There are use Cases  liww mili

Address_Description=5San Francisco 1/25/16

Jan 25 2016 17:46:5

Device=Proximity Reader 11:42:07.000 AM Address=1.1.1.R2

Wh ere St at| C Or Event_Description=Access Granted: Door Used
rfid=564931543224

Collapse

relatively unchanging
data Is required for e el

| s0Urce w foptflog/badgesy
h b - + | sourcetype v history_access
SearC eS, ut IS not Event Address 1.1.1.R2
_ . _ ) Address_Description v San Francisco
avallable in the index
Event_Description ~ Access
eventtype v nix-all-logs
index main
e For example, from an T —
) | | ridv 564931543224 |
- splunk_server w ip-10-222-134-15]
RFID in a badge
Time time w 2016-01-25T11:42
d t Default punct GE..E_=_=
reader event, you can

IOOk up employee Raw event data

Address_Description=San Francisco
Device=Proximity Reader
Event_Description=Access Granted: Door Used
rfid=564931543224

Collapse

Event Actions v

Type v Field Value

Selected +~ hostw badgesv
| SOUFCE v Jopt/log/badgesvi/history_access.log
| sourcetype v history_access

Event Address v 1.1.1.R2

Address_Description ~ San Francisco

Information Data added from a lookup

é Department ~ Products
Device v Proximity
ﬂ Email v sscallion@buttercupgames.com
Event_Description v Access
First_Name Shawn
%{ Last_Mame Scallion
Username w sscallion
eventtype v nix-all-logs
index main
linecount v B
| rfdv 564931543224]
splunk_server v ip-10-222-134-157
timestamp v none
Time _time w 2016-01-25T11:42:07.000-08:00
Default punct — mLE RS
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Describing Lookups (cont.)

 Lookups allow you to add more fields to your events:

- Provide descriptions for http status codes (“file not found”, “service
unavailable™)

- Define sale prices for products
- Assoclate RFIDs with user names, |IP addresses, and workstation IDs

* Lookups can be defined In a static.csv file, or it can be the output of a
Python script

 After a field lookup Is configured, you can use the lookup fields In
searches

* The lookup fields also appear in the Fields sidebar

» Lookup field values are case-sensitive by default

» Admins can change the case sensitive match option to false In
transforms.conf
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Defining a File-based Lookup

1. Upload the file required for the lookup
2. Define the lookup type
3. Optionally, configure the lookup to run automatically

Lookups
Create and configure lookups.
Actions
€@ Lookup table files Add new
List existing lookup tables or upload a new file.
9 Lookup definitions Add new
Edit existing lookup definitions or define a new file-based or external lookup.
e Automatic lookups Add new

Edit existing automatic lookups or configure a new |ookup to run automatically.
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Lookup File — Example

* This example displays a lookup
.csv file used to associate product
iInformation with productld

 First row represents field names
(header)

productId, product _name, categoryld,
price, sale price, Code

 The productId field exists in the
access_combined events
- This is the input field
 All of the fields listed above are

available to search after the
lookup is defined

- These are the output fields

GNU nanmo 2.3.1 File: products.csv

productId,product_name,categoryld,price,sale_price,Code
DE-5G-GA1,Mediocre Kingdoms,STRATEGY,24.98,15.90 A
DC-5G-GB2,Dream Crusher,STRATEGY,39.99,24,.09,B
F5-56-GB3,Final Sequel,STRATEGY,24.99,16.99,C

WC-5H-GB4 ,World of Cheese,5HOOTER,24.99,19.99,D
WC-5H-TB2,World of Cheese Tee,TEE,9.99,6.99,E
PZ-5G-GB5, Puppies vs. Zombies,S5TRATEGY,4.89,1.848,F
CU-PG-GBG,Curling 2814,5P0ORTS5,19.599,16.99,06

MBE-AG-GBY ,Manganiello Bros. ,ARCADE,39.98,24,.0908 H
MBE-AG-T®1l,Manganiello Bros. Tee,TEE,9.99,6.99,1
FI-AG-GRE,0rvil the Wolverine, ARCADE,39.98,24.94,]
B5-AG-GBS,Benign Space Debris,ARCADE,24.98,15.490 K
SC-MG-G1@,5IM Cubicle,SIMULATION,19.99,16.99,L
WC-5H-AB1,Holy Blade of Gouda,ACCESS50RIES,5.99,2.99,M
WC-5H-AB2,Fire Resistance 5ult of Provolone, ACCESS0RIES,2.089,1.99,N
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Creating a Lookup Table

Settings > Lookups > Lookup table files
1. Click New
2. Select a destination app

3. Browse and select Add new
the . CSV flle tO use for Lookups » Lookup table files » Add new
the IOOkup table Destination app *
search A

4. Enter a name for
SBelect either a plaintext C5V file, a gzipped C5V file, or a KMZ file.
The maximum file size that can be uploaded through the browser is S00ME.

5. Save - ,
Destination filename
e producis.cev

Enter the name this lookup table file will have on the Splunk server. If you are uploading a gzipped CSV file, enter a filename ending in "gz". If you are uploading a plaintext CSV file, we
recommend a filename ending in ".csv". For a KMZ file, we recommend a filename ending in "kmz".

G

Browse... | products.csv
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inputlookup Command

e Use the inputlookup | o newsearch
command to load the T
results from a specified .~ LT
static lookup | o o

« 14 results (7/12/16 10:00:00.000 AM to 7/13/16 10:38:52.000 AM}  No Event Sampling ~ Job v o & 4 & Verbose Mode ~

Code cateqaryld price ¢ | productld ¢ | product_name s sale_price
° U f | . A STRATEGY 24,99 DB-5G-GO Mediocre Kingdoms 19.99
S e u to . B STRATEGY 39.99 DC-8G-GD2 Dream Crusher 24.99
. . c STRATEGY 2499 F5-8G-G03 Final Sequel 16.99
_ R eVI eW th e d a‘ta I n D SHOOTER 2499 WC-SH-G04 World of Cheese 19.99
E TEE 9.99 WC-SH-T02 World of Cheese Tee 6.99
th e ] CSV fi I e F STRATEGY 499 PZ-5G-G05 Puppies vs. Zombies 1.99
G SPORTS 19.99 CU-PG-GO6 Curling 2014 16.99
. H ARCADE 39.99 MB-AG-GO7 Manganiello Bros. 2499
—_ Val I d ate th e | O O ku p I TEE 999 MB-AG-TO1 Manganiello Bros. Tee 6.99
J ARCADE 39.99 Fl-AG-GOB Orvil the Wolverine 24.99
K ARCADE 2499 BS-AG-G09 Benign Space Debris 19.99
L SIMULATION 19.99 SC-MG-G10 SIM Cubicle 16.99
N Ote Q M ACCESSORIES 5.09 WC-SH-AD1 Holy Blade of Gouda 299
N ACCESSORIES 3.99 WGC-5H-AD2 Fire Resistance Suit of Provolone 1.99

When using the 1nputlookup
command, you can specify the
filename ending with .csv or the
lookup definition name.
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Creating a Lookup Definition

' > >
Set_tlr_lg_s Lookups > Lookup A e
defl n Itl O nS Lookups = Lookup definitions » Add new

1. CIICk NeW Destination app

2. Select a destination app -
L 9 product_lookup

3. Name the lookup definition Type

4. Select the lookup type, I

either File-based or External O oo

Create and manage lookup table files.

5. From the drop-down, select a Confgureime based ockur

IOOkup f||e Advanced options

6_ Sa\/e Cancel @ m
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Applying Advanced Options

Under Advanced Options, you can R ———T——
Sp@ley' Advanced options

1. Minimum number of matches for each o sl
i n p Ut I O O ku p Val u e The minimum number of matches for each input lookup value. Default is 0.

Maximum matches

2. Maximum number of matches for each 02
i n p ut I O O ku p V al u e Enter a number from 1-1000 to specify the maximum number of matches for eac!

Default matches

3. Default value to output, if fewer thanthe ~ © o -
minimum number Of matCheS are If fewer than the minimum number of matches are present for any given input, wr
present for a given input S
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lookup Command

lookup Help More »

® If a IOOkup IS nOt COnflgured to run Explicitly invokes field value lookups.
aUtomatlcaIIy’ use the 100kup Command TEIh:I::I::Innkuptahlespeciﬁedinastanzaname'user‘[c:grnup'in
in your search to use the lookup fields roup, Foreach evant, we ook up th value of the i ocaL use i th

table and for any entries that matches, the value of the 'group’ field in the
lookup table will be written to the field 'user_group’ in the event.

o OUTPUT - If an OUTPUT Clause |S nOt .. | lookup usertogroup user as local_user OUTPUT group as user_group
specified, all fields in the lookup table that
are not the match field are used as output fields

o If OUTPUT Is specified, the fields overwrite existing fields

* The output lookup fields exist only for the current search
e Use OUTPUTNEW when you do not want to overwrite existing fields
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Using the 1ookup Command

:-‘.‘\ NEW SearCh Save As v  Close
index=web sourcetype=access® action=purchase | lookup product_lookup productID OUTPUT price product_name | stats sum{price) as sales by product_name Last 24 hours Q
~ 556 events (10/31/16 9:00:00.000 PM to 11/1/16 9:08:54.000 PM)  No Event Sampling ~ Job v Scenario !_‘
Events (556) Patterns Statistics (14) Visualization Calculate the sales for each

product in the last 24 hours.

20 Per Page ~  ZFormat Preview ~

product_name 7 sales #
Benign Space Debris 374.85
Curling 2014 509.70
Dream Crusher 799.80
Final Sequel 674.73
Fire Resistance Suit of Provolone 111.72
Holy Blade of Gouda T1.B7
Manganiello Bros. 759.81
Manganielle Bros. Tee 209.79
Mediocre Kingdoms 699,72
Orvil the Wolverine 559.86
Puppies vs. Zombies 79.84
SIM Cubicle 350.82
World of Cheese 499,80
World of Cheese Tee 159.84
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Creating an Automatic Lookup

Settings > Lookups >
Automatic lookups > New Add new

| ookups » Automatic lookups » Add new

1. Select the Destination app

Destination app *

2. Enter a Name for the O seorcr
IOOkUp Name *

9 product_auto lookup
3. Select the Lookup table

Lookup table *

definition © product iokup
4. Select host, source, or Apply to* named *
9 sourcetype access_combine

sourcetype to apply the
lookup and specify the
name
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Creating an Automatic Lookup (cont.)

5. Define the Lookup input fields oo

- Field(s) that exist in your events that @) soc O -
you are relating to the lookup table ' A A

A Column name in CSV column name in lookup field nam.e in Splunk
. Lookup outpds fields

B. Field name in Splunk, if different Q m;wm Q v elete

from column name |
6. Define the Lookup output fields — :

- Field(s) from your lookup table that )

are added to the events sl e ) Jee

C. Field name in lookup table Add another fed

D_ Name yOu Want dlSpIayEd |n Overwrite field values

Splunk; otherwise it inherits the column

name Cance )
/. Save
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Using the Automatic Lookup

To use an automatic lookup, specify the output fields in your search
index=web sourcetype=access* action=purchase productId=*| stats.. sales by praductldlpr:}ﬂuu_name I Last 24 hours Q

price productid * product_name
i Time Event
= = ; 2499 BS-AG-G09 Benign Space Debris
¥ 71406 212.235.92.1508 - - [14/Juls2016:20:44:40]) "GET fcart.do?actlon=changeguantity&itemId=
B:44:40.000 PM  1&productId=DCE5G-G028J5ESSIONID=5D95LEFFBADFF4962 HTTP 1.1" 200 2137 “"http:/ wew. bul 19.90 CU-PG-G06 Curling 2014
pgames.com/oldlink?itemId=EST-21" "Mozilla/5.0 (Windows NT &.1; WOWe4) AppleWebKit/5: : R
(KHTML, like Gpcko) Chrome/19.0.1084.52 Safari/536.5" 557 2499 DB-3G-GD1 Mediocre Kingdoms
nost=www2 = pla = DC-5G-G02 | =wom - = : = ! 39.99 DC-SG-G02 Dream Crusher
> T/1406 212.235.92.150 - - [14/Juls2016:20:44:26] "POST /Joldlink?itemId=EST-178JSESSIONID=5D¢ 1909 FI-AG-GO8 Df'v':fthel'l.-".'ﬂl*.-m'ine
B:44:26.000 PM  BADFF49&2 HTTP 1.1" 200 2983 "http:/ waw.buttercupgames.com/product.screen?productIds
PG-GO6" "Mozillas5.0 (Windows NT 6.1, WOWe4) AppleWebKit/536.5 (KHTML, like Gecko)
I:r-u-.,-.....n."'ln in AN A C | Sl IS sl O em i N
e  Events (250) Patterns Statistics (14) Visualization
20 Per Page~  #Format v Preview
praductid # | product_name F cales ©
B5-AG-G09 Benign Space Debris 499 80
CU-PG-G06 Curling 2014 25987
DB-5G-G01 Mediocre Kingdoms a24.67
DC-5G-G02 Dream Crusher 799.80 | (Com—
Fl-AG-GO8 Orvil the Wolverine 51987
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Time-based Lookups

o If a field in the lookup table represents a timestamp, you can create a
time-based lookup

* In this example, the search retrieved events for February and March and
calculated the sales based on the correct unit price for those dates.

products.csv

PRODUCTTIME productld  product_name categoryld price sale_price

1/1/10 DB-SG-GO1 Mediocre Kingdoms STRATEGY | 24.99 | 19.99 product_name Month ppe S sales SubTotal Sales
1/1/10 DC-5G-G02 Dream Crusher STRATEGY 39.99 24.99 Benign Space Debris Feb 24,99 407 10.045.98

1/1/10 FS-SG-G03  Final Sequel STRATEGY | 24.99 | 16.99

1/1/10 WC-SH-G04 World of Cheese SHOOTER | 24.99 | 19.99 Benign Space Debris Mar 26.55 548 14,549.40

1/1/10 WC-SH-T02 World of Cheese Tee TEE 9.99 6.99 = S G g
1/1/10 PZ-SG-GO5 Puppies vs. Zombies STRATEGY | 4.99 1.99 Benign Space Debris Subtotal 24,595.38
1/1/10 CU-PG-GO6 Curling 2014 SPORTS 19.99 | 16.99 Curling 2014 Eab 19 99 420 8.395.80

1/1/10 MB-AG-GO7 Manganiello Bros. ARCADE 39.99 | 24.99

1/1/10 MB-AG-TO1 Manganiello Bros. Tee TEE 9.99 6.99 Curling 2014 Mar 21.55 575 12,391.25

1/1/10 FI-AG-GO8  Orvil the Wolverine ARCADE 3999 | 24.99 = R =
1/1/10 BS-AG-GO9 Benign Space Debris ARCADE 2499 | 19.99 Curling 2014 Subtotal 20,787.05
3/1/16 DB-5G-G01 Mediocre Kingdoms STRATEGY 26.55 21.55 Dream Crusher Foh 20 09 601 27 £33.09

3/1/16 DC-SG-G02 Dream Crusher STRATEGY | 41.55 | 36.55

3/1/16 FS-SG-G03  Final Sequel STRATEGY | 26.55 | 21.55 Dream Crusher Mar 41.55 B52 35,400.60

3/1/16 WC-SH-G04 World of Cheese SHOOTER | 26.55 | 21.55 ; Ll ,
3/1/16 WC-SH-TO2 World of Cheese Tee TEE 1155 | 8.55 Dream Crusher Subtotal 63,033.69
3/1/16 PZ-5G-GO5 Puppies vs. Zombies STRATEGY | 5.55 2.55 Final Sequel Eeb 24 99 13 12.819.87

3/1/16 CU-PG-GO6 Curling 2014 SPORTS 2155 | 18.55

3/1/16 MB-AG-G07 Manganiello Bros. ARCADE 4155 | 26.55 Final Sequel Mar 26.55 766 20,337.30

3/1/16 MB-AG-TO1 Manganiello Bros. Tee TEE 11.55 8.55

3/1/16 FI-AG-GO8  Orvil the Wolverine ARCADE 4155 | 26.55 Final Sequel Subtotal 3315717
3/1/16 BS-AG-G09 Benign Space Debris ARCADE 26

.55 21.55
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Configuring Time-based Lookups

1. Specify the name of the time field In
the lookup

2. Enter the strptime format of the time O [
field

Configure time-based lookup

Name of time field *

For time-based lookups, specify the name of the field in the lookup table that represent

3. Define the minimum offset In Time format
seconds @ wmsany
. Specify the strptime format of the imestamp field. Default format is UTC time.
- Defaultis O i
Minimum offset
4. Define the maximum offset in €
Se CO n d S The minimum time in seconds that the event time may be ahead of lookup entry time fi
. . Maximum offset
- There is no maximum offset by default o
- The maximum time in seconds that the event time may be ahead of lookup entry time 1
Note Q Advanced options

The offset is the minimum and
maximum amounts of time that an
event may be ahead of a lookup
entry.
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Using the Lookup as a Dataset

* A lookup Is categorized as a dataset
- Manage
- Pivot
-View the lookup in a search (inputlookup)

Datasets

Use the Datasets listing page to view and manage your existing datasets. Click a dataset name to view its contents. Click Pivot to
design a visualization-rich report based on the dataset. Click Explore in Search to extend a dataset in Search and save it as a new
report, alert, or dashboard panel.

Learn more about Datasets. [@

29 Datasets All Yours This App's

i Title * Type Actions Owner App sharing
’ ge:}_attr_::ﬂumries lookup definition Manage ~ Pivot Explore in Search nobody search Global
> gea_attr_cuumries.[:ﬂu lookup table file Manage + FPivot Explore in Search nobody search Global
» | Qeo_atlr_us_states lookup definition Manage v+ Pivot Explore in Search nobody search Global
2 | geo_attr_us_states.csv lookup table file Manage ~ Pivot Explore in Search nobody search Global
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Additional Lookup Options

In addition to creating and using a file-based lookup, you can also:

- Populate a lookup table with search results

- outputlookup Is discussed in more detalil in the Advanced Searching &
Reporting class

- Define a field lookup based on an external command; Python- and
binary-based scripts

- For more information, see the Knowledge Manager Manual

docs.splunk.com/Documentation/Splunk/latest/Knowledge/Addfieldsfromex
ternaldatasources

- Use the Splunk DB Connect app to create lookups with data from
external SQL databases
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http://docs.splunk.com/Documentation/Splunk/6.1.3/Knowledge/Addfieldsfromexternaldatasources

Additional Lookup Options (cont.)

- Use Geospatial lookups to create gueries that can be used to generate
choropleth map visualizations

http://docs.splunk.com/Documentation/Splunk/latest/Knowledge/Configuregeospati
allookups

- Populate events with fields from an App Key Value Store (KV Store)
collection

- KV Store lookups can only be invoked through REST endpoints or by
using search commands such as lookup, inputlookup, and outputlookup;
therefore, cannot be set up as automatic

- For more information, see the Knowledge Manager Manual

http://docs.splunk.com/Documentation/Splunk/latest/Knowledge/ConfigureKVstorel
ookups
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http://docs.splunk.com/Documentation/Splunk/latest/Knowledge/Configuregeospatiallookups
http://docs.splunk.com/Documentation/Splunk/latest/Knowledge/ConfigureKVstorelookups

Module 13:
Creating Scheduled Reports
and Alerts
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Module Objectives

e Describe scheduled reports and alerts

e Create scheduled reports and alerts
- Run the underlying search
- Set the schedule, conditions, and actions

 View fired, scheduled reports and alerts
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Using Scheduled Reports

e Scheduled Reports are useful for:
- Monthly, weekly, daily executive/managerial roll up reports
- Dashboard performance
- Automatically sending reports via emaill
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Creating a Scheduled Report

e Create your search @ Newsearch

index=web OR index=security fail* root I Report I

Dashboard Panel

) FrOI I l the Save A S ~ 210 events (8/17/16 10:00:00.000 AM to 8/18/16 10:11:05.000 AM)  No Event Sampling v Job ~ S e

Events (210) Patterns Statistics Visualization Event Type

menu, select Report ..o o
D S E-————— U S

List » sFormat + 20 Per Page v 1 2 3 4 § 6 7 8 9 Mext >
¢ Hide Fields = All Fields b llE 2=
> | B18M6 Thu Aug 18 2016 16:45:08 www2 sshd[4167]: Failed password for root from 91.214.92.22 port

9:45:08.000 AN 4499 ss5h2

eventtype = err0r error eventtype = failed_login eventtype = failed_privileged_logins eventtype = sshd_authentication
authentication remote eventtype = nix-all-logs eventtype = ni¥_errors error

Selected Fields
@ eventtype b

a host 4 host=www2 = port= 4499 = source = fopt/log/www2/secure.log = sourcetype = linux_secure

# port 100+ tag = authentication tag = error tag = privileged tag = remote

a source 4 > B/18/16 Thu Aug 18 2016 16:42:43 wwwl sshd[3438]: Failed password for root from 91.208.184.24 port

@ sourcetype | 0:42:43.000 AM 2820 ssh2

a tag 4 eventtype = errOr error eventtype = failed_login eventtype = failed_privileged_logins eventtype = sshd_authentication
authentication remote eventtype = nix-all-logs eventtype = nix_errors error

Interesting Fields host=www1 = port=2820 = source = fopt/log/www/securelog = sourcetype = linux_secure

) ] tag = authentication tag = error tag = privileged tag = remote
@ action
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Creating a Scheduled Report (cont.)

e Title — enter a title for your

Save As Report

report
. DeS C r| ptl O n . prov|de a E | T.tle Failed rumlnfirjsd B
description | .
Content = Events
° TI m e Ran g e PI C ker _ you Can Time Range Picker Yes MNo

add a time range picker to the
report =3

e Click Save

Note i

When you schedule a report, the
Time Range Picker will not be
available.
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Creating a Scheduled Report (cont.)

After the report is created, click
Schedule

Your Report Has Been Created

You may now view your report, add it to a dashboard, change additional
settings, or continue editing It.

Additional Settings:

Permissions
Schedule
Acceleration
Embed

Continue Editing Add to Dashboard m
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Creating a Scheduled Report — Define Schedule

e Schedule Report — select this Edit Schedule
checkbox

Report  Failed root logins

e Schedule — select the

Schedule Report v

frequency to run the report
Schedule Run every weel
- Run every hour T
- Run every day Last 7 days »
_ Run every Week Schedule Window? 5 minutes v
- Run every month —— o

— Run on Cron Schedule
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Creating a Scheduled Report — Select Time Range

 Time Range — By default, the  edtschedie
search time range Is used

Schedule Report |~

—Click the time range button to
change the time range Fun every ek

On Monday at 0:00 ~

—You can select a time range
from Presets’ Relative, Or Schedule Window? 5 minutes I R —
Advanced

Cance|
= . - Today Last 15 minutes
—Typically, the time range Is
yp ] Business weelk to date  Last 4 hours
Month to date Last 24 hours
. Year to date Last 7 days
relative to the Schedule
Previous week
Previous business week
> Relat
» Advance d
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Creating a Scheduled Report — Schedule Window

 Schedule Window — This setting Flt Schedule
determines a time frame to run the
re p O rt Schedule Report :ﬂ,p s
—If there are other reports scheduled to B
run at the same time, you can provide
a window in which to run the report | ometuiewnion |
—This setting provides efficiency when |
scheduling several reports to run -

30 minutes

| hour

 After you configure the schedule
report, click Next

2 hours
4 hours
8 hours

Custom
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Creating a Scheduled Report — Enable Actions

 Enable Actions Edit Schedule
—Send Email: When a report ki oo
runs, an email Is sent to the :
specified recipient(s)
—Run a script: A script is

launched when a report runs
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Creating a Scheduled Report — Send Emall

1. Enter addresses in the To field, = sdschecue

separated by a comma .
2. Set the priority e (e
3. Edit or keep the default subject

Subject Splunk Report: Sname$

- The $name$ variable includes
the name of the report

- In addition to a message, you o |
can include other options like an
Inline table of the results, etc.

Message The scheduled report ‘$names’ has run.

Type HTML & Plain Text Plain Text

4. Define the emall text type

5. After you have configured the
actions, click Save
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Creating a Scheduled Report — Run a Script

1. Enter the file name of the script ="

— The script must reside in the T
$SPLUNK HOME/bin/scripts .
directory

Subject

2. Click Save

o

itopsi@buttercupgames.com

High ~
Splunk Report: $names

The scheduled report ‘$name$’ has run.

Show CC and BCC

Include + | Link to Report + | Link to Results
Search String Inline Table
Attach CSV Attach PDF

= Type HTML & Plain Text Plain Text
Note Q
Run a Script o
The proper permissions for your
Filemarme loginerrorscript.sh

Splunk server are required to
upload your script to this Splunk

directory. Back
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Managing Reports — Edit Permissions

Display For determines who sees the scheduled report

Edit Permissions

Repaort  Failed root logins

Owner  cfarrell

1 Reports
Reports are based on single searches and can include visualizations, statistics and/or events. Click the name to view the report.
Open the report in Pivot or Search to refine the parameters or further explore the data. App search
Display For Owner App

3 Reports All Yours This App's
i Title * Actions Owner App Sharing Embedding Run As  Owner
> | Failed logins Open in Search  Edit v cfarrell search Private Disabled Learn More 12
> Failed root logins Open in Search  Edit + cfarrell search Private Disabled Read Write
>  Weekly T-shirt Sales Openi  Edit Description cfarrell search Private Disabled Everyone

Edit Pe:mis%i%ns ) pawer

Edit Schedule student

Edit Acceleration user

Clone

Embed

Delete
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Managing Reports — Edit Permissions (cont.)

 Run As — determines which user profile is used at run time
- Owner — all data accessible by the owner appears in the report

- User — only data allowed to be accessed DY i permissions
the user role appears

1 Reports

Report  Failed root logins

Owner  cfarrell

Reports are based on single searches and can include visualizations, statistics and/or events. Click the name to view the report.
Open the report in Pivot or Search to refine the parameters or further explore the data.

3 Reports All Yours This App's
i Title * Actions

> Failed logins Openin Search  Edit~

> Failed root logins OpeninSearch Edit v

Edit Permisgions

Edit Schedule
Edit Acceleration
Clone

Embed

Delete

App  search
Display For Cwmer App
Owner App Sharing Embedding Run As  Owner
cfarrell search Private Disabled Learn More 12
cfarrell search Private Disabled Read Write
cfarrell search Private Disabled Everyone
= power
student
user
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Managing Reports — Embed

* To access the report results from a webpage, click Edit > Embed
- Before a report can be embedded, it must be scheduled

_1 Reports
Reports are based on single searches and can include visualizations, statistics and/or events. Click the name to view the report.
Open the report in Pivot or Search to refine the parameters or further explore the data.

5 Reports All Yours This App's
i Title » Actions Owner App Sharing Embedding
> | Failed logins Open in Search  Edit v cfarrell search Private Disabled
>  Failed root logins Open in Search  Edit ~ cfarrell search Private Disabled Embed
> | Weekly T-shirt Sales Openi Edit Description cfarrell el Db Nicaklad .
> | Open i A . farrell H
il "PENY Edit Permissions b Enable Report Embedding Embedded Report will not have data until the scheduled search
> | test Open i Edit Schedule cfarrell runs.
Edit Acceleration Are you sure you want to enable embedding for this report? An embedded Copy and paste this code into your HTML-based web page.
Clone | !epmt r;an be viewed by anyone with access to the web page(s) in which it is <iframe height="636" width="480" frameborder="0" src="http://54.
— I > inserted. 184.179.177/en-US/embed?s=%2F servicesNS%2Fcfarrell%2F sear
ch¥%2Fsaved%2Fsearches%2FFailed%2520root%2520logins&oid=
Delete ysj0DUNWD_ynve3LIGICr%5EowLIA%SERHU423rxrNeQET4cqgmn3

ofHb0Y5izPEtrZBDt%SEMGpgbHXrEZQuSEqK2BHXS5gsKW.JeEsp "
Cancel Mhmng S S 2 B e T 4
Disable embedding if you no longer want to share this report outside of

- : Splunk.

Disable Embedding
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Alerting Overview

e Splunk alerts are based on searches that can run either:
-On a regular scheduled interval
-In real-time

 Alerts are triggered when the results of the search meet a specific
condition that you define

e Based on your needs, alerts can:
- List in triggered alerts
- Send emails
-Trigger scripts
- Use a webhook
- Run a custom alert
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Creating an Alert

e Run a search

- In this example, you're searching for server Save As Aler
errors: any http request status that begins —
with 50 over the last 5 minutes | e s
e Select Save As > Alert
* Give the alert a Title and Description —
New Search Close e
= =dCcess_complned STatus=s R PFnEl m———
+ 159 events (8/17/16 10:00:00.000 AM to 8/18/16 10:53:52.000 AM)  No Event Sampling ~ Job w » B Alert
Events (159) Patterns Statistics Visualization Event Type | Cancel m ‘
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Setting Alert Permissions

e Set the alert permissions Save As Alert

- Private — only you can access,
edit, and view triggered alerts

Description Alerts when http status 50* events are
returned

-Shared In app

» All users of the app can view
triggered alerts

Permissions Private Shared in App

Alert type Scheduled Real-time

Trigger Conditions

» By default, everyone has read Trigger alertwhen per-Result v
access and power has write Throtte’
access to the alert Trigger Actions
+ Add Actions
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Choosing Real Time or Scheduled Alert Type

Choose an Alert type to determine Save s Alert
how Splunk searches for events that
may match your alert
e Scheduled alerts T o eras v ——
_ Search runs at a defined interval
- Evaluates trigger condition when the —
SearCh COmp|eteS Alert type Scheduled Real-time

Trigger Conditions

e Real-time alerts
- Search runs constantly in the Throtte”
b a.C kg ro u n d Trigger Actions
+ Add Actions

- Evaluates trigger conditions within a
window of time based on the — —
conditions you define
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Setting the Alert Type — Scheduled

 From the frequency menu, Save As Aler
choose to run the search every
hour, day, week, month, or on a

Web server errors

Description Alerts when http status 50* events are

cron schedule

- For the scheduled interval
options, select the time the
search will run

- For cron schedule, define the
cron expression cron Eprssion

Permissions

Alert type

returned
Private Shared in App
Scheduled Realtime

Run on Cron Schedule ~

. Run every hour

Run every day
i Run every week
Run every month

1« Bun on Cron Schedule
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Setting Trigger Conditions — Scheduled

Save As Alert
e For the cron schedule, enter the
earliest and latest values to define
the time range of the results
e Set trigger conditions for scheduled T
alerts (same steps outlined for real- o on v
time alerts) T
- The alert examines the complete e =
results set after the search IS run T vt
Scenario 2 gresterthan~ | 2
In this example, a scheduled rea ° i e
search will run every 5 minutes. Throttle
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Setting Trigger Conditions — Real-time

 Trigger conditions allow you to capture a larger
data set, then apply more stringent criteria to
results before executing the alert

e You can set alerts to trigger:

- Per Result — triggers when a result is returned

- Number of Results — define how many results
are returned before the alert triggers

- Number of Hosts — define how many unique
hosts are returned before the alert triggers

- Number of Sources — define how many
unique sources are returned before the alert
triggers

- Custom — define custom conditions using the
search language
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Save As Alert

Settings

Title

Description

Permissions

Alert type

Triaaer Conditions

Web server errors

Alerts when http status 50* events are
returned

Private Shared in App

Scheduled Real-time

Trigger alert when
Throttle

Suppress results containin
field valu

S¥ppress triggering ft

Trigger Action

Cancel

T —

Per-Result ~

+ Per-Result

Number of Results

Number of Hosts

Number of Sources

Custom
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Setting Trigger Conditions — Real-time (cont.)

« In this example, the trigger condition is ~ seessae
set to Number of Results

Title Web server errars

* In this Real Time alert example, if the

returned

number of results Is greater than 2 cemivions [ Pivae | sminim
within 1 minute, the alert triggers

Trigger alert when Mumber of Results «

i5 greater tham ~ 2

+ Add Actions
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Alert Actions — Trigger Conditions: Once

Save As Alert

* Once executes actions one time for
all matching events within the . .
scheduled time and conditions

- Example: If your alert is scheduled to
run every 5 minutes, and 40 results are
returned, the alert only triggers and oon Esion (757777
executes actions one time o S

is greater than ~ 2

e Select the Throttling option to e
suppress the actions for results within TG |
a specified time range s g

Trigger Actions

+ Add Actions

Cancel
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Alert Actions — Trigger Conditions: For Each Result

e For each result — executes the alert actions Save As Aler
Once for eaCh reSU|t that matCheS the Description :zfuﬁevghen http status 50* events are
conditions
e Select the Throttling option to suppress the
actions for results that have the same field
value, within a specified time range st |-smom
- Certalin situations can cause a flood of alerts, Lot | @
when really you only want one N Fyereve
* In this example, the search runs every 5 st —
minutes: e
- 70 events are returned in a 5 minute window oce [ roremshresit ]
- 50 events with status=500 and 20 include Throtte” v
status=503 Suppressresult contining | staus
- 2 actions will trigger, once for each status Suppresstiggering for | 1 minutes)

Generated for Subbaiah Kandula (9722122) (C) Splunk Inc, notTor aistripution
. . Splunk Fundamentals 1
Sp un listen to your data 230

Copyright © 2017 Splunk, Inc. All rights reserved | 14 March 2018




Add Trigger Actions

Add Actions

 Add to Triggered Alerts — adds the
alert to the Activity > Triggered alerts

 Log Event — creates a log event to
Index and search

 Run a script — runs a script that can
perform some other action

 Send Email — sends an email with
results to recipients that you define

 Webhook — calls a rest endpoint using
http post request
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Save As Alert

Permissions

Alert type

Earliest:

Latest:

Cron Expression

Trigger Conditions

Trigager alert when

Trigger
Throttle ’

Suppress results containing
field value

Suppress triggering for

Trigger Actions

Private Shared in App
Scheduled Real-time
Run on Cron Schedule ~

=Bm@m

@m

:-:ll."l:"*s:-:*

Wumber of Results +

is greater than 2

0
— é Add to Triggered Alerts

o

| og Event
status E k

. 0 Run a .SCFI[J'[

m Send email

+ Add Actions '9‘& Webhook
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Alert Actions — Triggered Alerts

Choose an appropriate severity for the alert

Save As Alert

Trigger Conditions

Trigger alert when Number of Results ~
is greater than v o App | Search & Reporting (search) ¢ Owner Administrator (a+| Severity Al & Alert | Al H n
in 1 minute(s) v sprey  nexts Showing 1-5 of 5 results
Trigger Once For each result Time % Fired alerts = App Type = Severity = Mode = Actions
Throttle? 2016-04-25 10:59:02 POT Login attempts search  Realtime Medium Per Result [* View results * Edit search Delete
o
2016-04-25 10:57:48 PDT Login attempts search  Realtime Medium Per Result [* View results [ Edit search Delete
Suppress results containing host 2016-04-25 10:55:27 POT Login attempts search  Realtime Medium Per Result [* View results * Edit search Delete
field value
2016-04-25 10:55:01 PDT Web server errors search  Scheduled Medium Per Result * View results [** Edit search Delete
Suppress triggering for 60 Info 2016-04-25 10:50:01 POT Web server errors search  Scheduled Medium Per Result [ View results [+ Edit search Delete
Low
Trigger Actions Select All | Mone Selected alerts jDelete
+ Medium o
+ Add Actions v
High

When triggered i é Add to T“‘Ji Critical

Severity Medium
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Alert Actions — Log Event

If you have administrator privileges, entiogees . [B) Lagven
you can use a log event action s Skt it oty
e Event — Enter the information that ——

will be written to the event log e [

e Source — The name of the source
(alert name is used by default)

e Sourcetype — The name of the

Sourcetype | access_combined

Host

sourcetype used in the alert

e Host — The IP address of the host '
of the alert =3

* Index — The target index for the log Note 7
event (default value Is main) For a complete list of available tokens, go to:

http://docs.splunk.com/Documentation/Splunk/late
st/Alert/EmailNotificationTokens
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Alert Actions — Log Event (cont.)

When triggered v E Log Event Remove

Event Strigger_date$ Strigger_timeHMSS 50* web
Server errors sourcetype=Sresult. sourcetypes

b
Specify event text for the logged event
e Q New Search SaveAsv  Close
Source alert:Sname$ _ _
index=main Last 60 minutes Q
Value of the source field.
. ' . 1 I ] LW [ ] T
Sourcetype | access_combined + 1)023 events (8/18/169:52:00.000 PM to 8/18/16 10:52:50.000 PM) Mo Event Sampling Job s B 4 ® Smart Mode
Viakisiof the sourcatype fiskd Events (1,023) Patterns Statistics Visualization
I Host I Format Timeline « — Zoom Out 1 miuti per ok
Valge of the host field. . - l - ‘ m “
Index in
; ; . List SFormat « 20 Per Page v {Prev 1 y i 4 5 6 T 8 9 Mext >
Indfate a destination index for the logoed even
Engure that destination matches an existing inde ;
" | <Hide Fields = All Fields L Bt 4
*  B/1B/6 2016-08-18 22:51:55 50* Jueb server errors sourcetype=access_combined
TETTET= T 1W host = 127.0.0.1 J source = alert:LogEvent || sourcetype = access_combined
Cancel a host 2 »  B/18/16 2016-08-18 22:51:53 50* web server errors sourcetype=access_combined
a source 3 10:51:53.000 PM host = 127.0.0.1 source = alertLogEvent | sourcetype = acces :_combined
a sourcetype 2 ¥ B/1B/16 2016-08-18 22:51:50 50* web server errors sourcetyoe=access_comblned

10:51:50.000 PM host = 127.0.0.1 source = alert:LogEvent | sourcetype = acces;_combined

|t mtiom e Tinlda
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Alert Actions — Send Emall

Customize the content of email alerts  sae as aen

* To - enter the emall address(es) of

the alert recipients Whentiggered g send emai
* Priority — select the priority ¢
* Subject — edit the subject of the

email (the $name$ token is the title bfect | Sphrk et St

.I: h I Message The alert condition for 'Sname$’ was i
O t e a. e rt triggered. Mare [2

 Message — provide the message
body of the emall

* Include - select the format of the S b
a'I e rt Trigger Time Attach PDF

* Type — select the format of the text
message
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Alert Actions — Run a Script

 When an alert is triggered, you

can launch a

script

- Enter the name of the script

- All alert scripts need to reside In

either of the following locations:
$SPLUNK_HOME/bin/scripts

$SPLUNK HOME/etc/apps/
<Appname>/bin/scripts

Note

~

The proper permissions for your

Splunk server are required to

upload your script to these Splunk

directories.

Splunk listen to your data’

Trigger Conditions

Trigger alert when

Trigger

Throttle *

Suppress results containing
field value

Suppress triggering for

Trigger Actions

Number of Results v
is greater than 2

Once For each result

status

10 minute(s) ~

+ Add Actions

When triggered

e Run a script

Filename alertscript.py

Remove
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Custom Alert Action - Example

e A custom alert action can be created or an admin can install and configure
app from Splunkbase

* In this example, the HipChat Room Notification Alert app Is used

Trigger Actions Trigger Actions @Hlp(:hat Search history
+ Add Actions v

+ Add Actions
When triggered ” @ HipChat

gt Ry Splunk_Alerts

W Failed login alerts

é Add to Triggered Alerts
Add this alert to Trggered Alerts list Room Splunk_Alerts

HipChat Messa T . .
: ﬁ ge Sresult.user$” has logged in " " :
@ Send HipChat room notifications dmuposss iyt L seours 1 Splunk_S1 myuan” has logged in
: unsuccessfully to linux_secure
Run a script
InYoKe a custim scrpt
Splunk_51 “"myuan® has logged in
B Sencemal : unsuccessfully to linux_secure

Matification Message

& Webhook Style : Splunk_S1  "djohnson" has logged in
SRR S unsuccessfully to linux_secure

Card
= Attributes
Note Q Splunk_S1  "ftp" has logged in unsuccessfully to
Message Plain Text ”HUK_SEGLJI’E

Format Gy HTML

For more information about
Splunk_S1  “"jira" has logged in unsuccessfully to 3:35 PM

Custom Alerts, see Nssiaas [ Red .
docs.splunk.com/Documentation/S i linux_secure

+ Motify inth
plunk/latest/AdvancedDev/ModAler otify users in the room ol 51 “clotaison” hes logged In
tsintro T::;: XvIMOF92uFTTWSIBESBViigiwASiOmrl unsuccessfully to linux_secure
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http://docs.splunk.com/Documentation/Splunk/latest/AdvancedDev/ModAlertsIntro

Viewing Triggered Alerts

o If you elected to list In triggered alerts, you can view the results by
accessing Activity > Triggered Alerts

 Click View results to see the matching events that triggered the alert
 Click Edit search to modify the alert definition

cfarrell v

Messages v

Settings v

Activity v

Help ~ Find

Apps v

App  Search & Reporting (search)

Time =
2016-08-18 16:42:32 PDT
2016-0B-18 16:37:58 PDT

2016-08-18 16:20:37 PDT

Splunk listen to your data’

+ Owner cfarrell (cfarrell) &

Fired alerts =

Failed login attempts
Failed login attempts

Web server errors

App

search
search

search

Severity | All

Type -
Real-time
Real-time

Real-time

s+ Alert

Severity =
High
High
Medium

All

Jobs

Triggered Alerts
Mode = Actions
Digest [* View results
FPer Result [* View results
Per Result [* View results
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Editing Alerts

1. From the search b

ar, click Alerts

2. Select the alert and click Edit

Search Pivot Reports Alerts Dashboards

Search & Reporting

Search & Reporting

A Alerts

Alerts set a condition that triggers an action, such as sending an email that contains the results of the triggering search to a list of

people. Click the name to view the alert. Open the alert in Search to refine the parameters.

Yours filter

2 Alerts All This App's

£ | T2 Actions

> Failed login attempts by user admin Open in Search  Edit ~

Bpen-ir@em“ Edit v

- L
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Owner App Sharing
cfarrell search App
I cfarrell search App

Edit Description
Edit Permissions

Edit Alert Type and
Trigger Condition

Edit Actions
Disable
Clone

Delete
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Editing Alert Permissions

 Edit permissions
-Owner —only you can access, edit, and view triggered alerts

- App — users of the app can access, edit, and view triggered
alertS Edit Permissions

Alert has been saved Alert  Web server errors

Owner ctarrell

You can view your alert, change additional settings, or continue editing it.

Additional Settings: P e
= Display For Owner App
« Actions Read Write
Everyone o
Continue Editing m power o

User

=
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Support Programs

« Community
- Splunk Answers: answers.splunk.com
Post specific guestions and get them answered by Splunk community experts.

- Splunk Docs: docs.splunk.com
These are constantly updated. Be sure to select the version of Splunk you are using.

— Wiki: wiki.splunk.com
A community space where you can share what you know with other Splunk users.

- IRC Channel: #splunk on the EFNet IRC server Many well-informed Splunk users “hang out” here.

* Global Support
Support for critical issues, a dedicated resource to manage your account — 24 x 7 x 365.
- Phone: (855) SPLUNK-S or (855) 775-8657
- Web: http://www.splunk.com/index.php/submit_issue

 Enterprise Support
Access your customer support team by phone and manage your cases online 24 x 7
(depending on support contract.)
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